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Abstract: In today's world most of communication is done 

using electronic media. Data Security plays a vital role in 

such communication. Hence there is a need to protect data 

from malicious attack. This can be achieved by 

cryptography. The earlier encryption algorithm is data 

encryption standard which has several loopholes such as 

small key size and sensible to brute force attack etc. and it 

can’t provide high level, efficient and exportable security. 

These loopholes overcome by a new algorithm called as 

advanced encryption standard. In the project work, the 

plain text of 128 bits is given as input to encryption block in 

which encryption of data is made and the cipher text of 128 

bits is through as output. The key length of 128bits, 192bits 

or 256bits is used in process of encryption. The AES 

algorithm is a block cipher that uses the same binary key 

for both encryption and decryption of data block. Hence is 

is called a symmetric key cryptography. the round in 

decryption are exact inverse of encryption. There are four 

rounds in encryptions like subbytes, shiftrows, mixcolumns 

and adroundkey. Similar for decryption we have invsubytes, 

invshiftrows, invmixcolumns and invaddroundkjey. The 

number of times operation performed is depend on key 

length i.e. for128bits we have 10 rounds. Since operation is 

AES are difficulty, there exists no attack better than key 

exhaustion to read an encrypted message. Ultimately any 

one can use AES encryption methods, and it is free for 

public or private, commercial or non-commercial use. The 

simplest version encrypts and decrypts each 128 bits block 

individually. it gives better security then DES version and 

also better throughput.  
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I.  INTRODUCTION  
Media-Share7 is a client-server application, which is an 
efficient place for the users to share audio and video, upload 
their own music and media files. It uses the concept of face-
recognition (through neural networks) and cryptography 

(encryption and decryption), the databases and the 
application lies on the server, as many clients can be added to 
the server through router. If the user already has an account 
then the face recognition will check whether the user is 
genuine or not. Several companies like EROS, TIPS, T-

SERIES, and YASH-RAJ etc have their media content on the 
application. The application has a special module where the 
users can upload their media, videos etc, user can encrypt the 
video or audio, in this case only those users will be able to 

download the content those who have the decrypting key of 
that particular video or audio. 

 

 
II. FACE RECOGNIATION THROUGH NEURAL 

NETWORK  
Face recognition is one of biometric methods, to identify 

given face image using main features of face. The 
dimensionality of face image is reduced by the Principal 

component analysis (PCA) and the recognition is done by the 
Back propagation Neural Network (BPNN). Neural based 

Face recognition is robust and has better performance of 

more than 90 % acceptance ratio. A face recognition system 
is a computer vision and it automatically identifies a human 

face from database images. The face recognition problem is 

challenging as it needs to account for all possible appearance 
variation caused by change in illumination, facial features, 

occlusions, etc. A holistic approach is used in which the 
whole face region is taken into account as input data. This is 

based on principal component-analysis (PCA) technique, 

which is used to simplify a dataset into lower dimension 
while retaining the characteristics of dataset. Pre-processing, 

Principal component analysis and Back Propagation Neural 

Algorithm are the major implementations. 
 
A. Features of Face Reorganization System  
 

 To eliminate redundancy. Here recognition is 
performed by both PCA and Back propagation 
Neural Networks. BPNN (Back Propagation Neural 
Network) is a multiple feed forward network. It 
mathematically models the behavior of the feature 
vectors by appropriate descriptions and then 
exploits the statistical behavior of the feature 
vectors to define decision regions corresponding to 
different classes. Any new pattern can be classified 
depending on which decision region it would be 
falling in. 


 To reduce noise and possible convolute effects of 

interfering system, 


 To transform the image into a different space where 
classification may prove easier by exploitation of 
certain features. 



B. The Algorithm for Face recognition   
a) Pre-processing stage –Images are made zero-mean and 
unit-variance.   
b) Dimensionality Reduction stage: PCA - Input data is 
reduced to a lower dimension to facilitate classification.   
c) Classification stage - The reduced vectors from PCA are 
applied to train BPNN classifier to obtain the recognized 
image.  
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III. ENCRYPTION OF MEDIA USING AES ALGORITHM 

AES is based on a design principle known as a substitution-

permutation network, and is fast in both software and 
hardware. Unlike its predecessor DES, AES does not use a 

Feistel network. AES is a variant of Rijndael which has a 
fixed block size of 128 bits, and a key size of 128, 192, or 

256 bits. By contrast, the Rijndael specification per se is 

specified with block and key sizes that may be any multiple 
of 32 bits, both with a minimum of 128 and a maximum of 

256 bits. AES operates on a 4×4 column-major order matrix 

of bytes, termed the state, although some versions of Rijndael 
have a larger block size and have additional columns in the 

state. Most AES calculations are done in a special finite field. 
The key size used for an AES cipher specifies the number of 

repetitions of transformation rounds that convert the input, 

called the plaintext, into the final output, called the cipher 
text. The number of cycles of repetition is as follows: 10 

cycles of repetition for 128-bit keys, 12 cycles of repetition 

for 192-bit keys and 14 cycles of repetition for 256-bit keys.  
Each round consists of several processing steps, including 
one that depends on the encryption key itself. A set of reverse 
rounds are applied to transform cipher text back into the 
original plaintext using the same encryption key. 
 
A. Advantages of Media Sharing Application  

 Security:  The  application  enables  high  security  
through the face-recognition, where the user can 
only register if he/she is genuine.  

 Reliability: The databases are stored on the server, 
and all the clients can access it, the database 
automatically will get updated when any client 
wishes to put some data on the application. 


 Availability: The application should always be 

available to be used by end users at all times. 


 Maintainability: A commercial database is used for 
maintaining the database. Software design is being 
done with modularity in mind so that maintainability 
can be done efficiently. 


 Portability: An end-user can use this application on 

any platform. 


B. Limitations of Media Sharing Application  
 

 The application is based on client server 
architecture. Data transmission takes place over 
LAN; therefore there is a constant requirement of 
two systems to be connected through a LAN cable. 


 To connect more than 2 computers switches and 

hubs are required. 


 The system needs to have a web-cam to use the 
authenticity feature. 

 Face recognition may fail some-times due to the 
complexities such as noises in the image and other 
factors. 

 
IV.  MEDIA SHARE 7  

The Media-Share 7 thus is a secure application where the 
users can effectively share media with the other users who 

 

 
have been connected through the LAN network. The 

application also provides other facilities to the user such as: 
chatting with other users, sending e-mails, giving feed-back 
and reviewing the media content. The application can be 
used widely by putting it up on the internet. The application 
provides better authenticity by face-recognition such that no 

one shall misuse other person’s account. The application also 
provides the users a facility of online shopping where they 
can purchase cds, dvds etc. The concept supports the motive 
of e-commerce. The project is made in .NET using C# 

language. Any system that has the code of the application 
and the required software can use the application. The 
application has several scopes of improvement so that it can 
be more widely used on a commercial scale. 
 
A. Future Development  
The main advantage of this project is all about security of 

data in system of the users. First of all admin can activate the 
user’s account, only then can the User login into their 
account and upload the data. This data is stored in encrypted 
way. We are using the AES algorithm for encryption. When 

user logs-in into their account he/she can see the data in 
decrypted format. But for other users data will be in 
encrypted format. If anybody wants to see the data of 
otheruser, then he/she requires the key (Security Key). In 
future, we can have the SMS facility for the user and user 

search engine that can provide the result on the basis of 
different criteria to search. As now the project works on 
LAN and the two users are connected through the cross 
cable, but if we want to add more users we can use a hub. 

Further the application can be put on web, or also on cloud.  
Other functionalities can be added to the project to make it 
work better. Content filter can be used such that user cannot 
upload any un-authorized content, or any content that is 
violated and does not abide by the terms and conditions of 
the administrator of the application. 
 

V.  CONCLUSION  
The technology of Media-Share7 has been efficiently used 
for the purpose of sharing the media content among different 
users keeping in mind the aim to provide a user-friendly and 

automatic environment to the person who wants to perform 
the functions as done by the application. Separate modules 
have been made for the user to make them firstly 
comfortable to use the application efficiently. The users can 
have a secure sharing of data, that is the best part of the 

application, also a better level of authenticity has been 
provided by face recognition such that fake users cannot 
access a genuine user’s account. The application thus 
integrates several features together, and has several scope of 

improvements. 
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