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Abstract: Multimedia and communication technologies 

offer new means of sharing and remote access to data. In 

any information systems data confidentiality, 

authentication, integrity and non repudiation services are 

usually required. Here a joint encryption and watermarking 

system is used for the purpose of protecting images. It 

merges  an encryption algorithm which is a block cipher 

algorithm (e.g., AES) and substitutive blind and non-blind 

watermarking algorithms based on DCT. Combining  the 

encryption and water marking techniques we can send the 

images confidentially. 

Index terms: AES algorithm, water marking, DCT, 

MATLAB  

 

I. INTRODUCTION 

This project consists of dual encryption and dual watermark 

system, watermark embedding process consists of two stages. 

In first stage original watermark will be encrypted , after that 

the original image and encrypted output will be given as 

inputs to blind watermarking algorithm. In second stage the 

first stage output will be encrypted by using AES 

encryption[1] and then the encrypted image and one false 
watermark will be given as inputs to non-blind watermarking 

algorithm. Finally the watermarked image is decrypted 

version of non-blind algorithm output i.e. encrypted and 

watermarked image. Similarly watermark detection process 

also consists of two stages. Here the watermarked image is to 

be encrypted first and then in first stage the non-blind 

extraction algorithm is used for getting encrypted image, it is 

to be decrypted by using[6] AES decryption. In second stage 

the watermark is to be extracted by using blind watermark 

extraction algorithm and finally extracted image is to be 

decrypted by chaotic decryption for getting original 
watermark.  Encryption is such a way that its content can be 

reconstructed only by a legal recipient. The technology of 

encryption is called cryptology [3]. Cryptology is the branch 

of science dealing with the theory of secure communication 

algorithms. Cryptography is the process of transforming 

information (plain-text) into unintelligible form (cipher-text) 

so that it may be sent over insecure channels or it may be 

stored in insecure files. Cryptographic procedures, can also 

be used for personal identification, digital signature, access 

control etc.. The AES algorithm defined by the National 

Institute of Standards and Technology (NIST) of the United 

States has been widely accepted to replace DES as the new 
symmetric encryption algorithm. The AES algorithm is a 

symmetric block cipher that processes data blocks of 128 bits 

using a cipher key of length 128, 192, or 256 bits. Each data  

 

block consists of a 4 × 4 array of bytes called the state, on 

which the basic operations of the AES algorithm are 

performed. The proposed algorithm differs from 

conventional AES as it has 200 bits block size and key size 

both. Number of rounds is constant  and equal to ten in this 

algorithm. The key expansion and substitution box 

generation are done in the same way as in conventional AES 

block cipher. AES has 10 rounds for 128-bit keys,12 rounds 

for 192-bit keys, and 14 rounds for 256- bit keys. Digital 

image watermarking is solitary such technology that has 
been made to protect digital images from illicit 

manipulations.  Watermarking tries to hide a message related 

to the actual content of the digital signal. Watermarking is 

used for providing a kind of security for various type of 

data(it may be image, audio, video, etc.). Watermarking is 

the process of embedding a message on a host signal. A 

watermark can be either visible or invisible. This is 

implemented by using some algorithms. Information such as 

number, images or text with special implication can be 

embedded. The purpose of this information can be for 

copyright protection, covert communication, authenticity 

distinguish of data file, etc. ..In this project the main aim is to 
show how the images can be encrypted secured manner. 

 
BLOCK DIAGRAM OF SECURED IMAGE 

ENCRYPTION 
 

II. DISCRETE COSINE TRANSFORM 

DCT[4] based watermarking techniques are more robust as 

compared to spatial domain watermarking techniques. This 

algorithm is robust against simple image processing 

operations like low pass filtering, contrast and brightness 

adjustment, etc. However, they are difficult to implement 

and are computationally more costly. And also they are weak 

against geometric attacks like scaling, rotation and cropping 

etc. DCT watermarking can be classified into Block based 

DCT watermarking and Global DCT watermarking One of 
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the first algorithms presented by Cox et al. (1997) used 

global DCT to embed a robust watermark in the perceptually 

significant portion of the Human Visual System (HVS). In 

the last few years wavelet transform has been widely used in 
signal processing in watermarking general and image 

compression schemes [5] . In some applications wavelet 

based watermarking schemes better than DCT based 

approaches. The DCT is a very popular transform function 

used in signal processing. It transforms a signal from spatial 

domain to frequency domain. Due to good performance, it 

has been used in JPEG standard for image compression. DCT 

has  been applied in many fields such as data compression, 

pattern recognition, image  processing, and so on. The DCT 

transform and its inverse manner can be expressed as 

follows: 

      

𝐹 𝑢, 𝑣 =
4𝐶 𝑢  𝐶(𝑣)

𝑛2   𝑓 𝑗,𝑘 cos[  2𝑗+1 𝑢𝜋

2𝑛
 ] cos [
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2𝑛
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𝑘=0

𝑛−1
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Where 

C(w)= 1

√2
     when w=0 

C(w) = 1 when w =1,2,3,… n -1 

 

III. SIMULATION RESULTS 

In this project the main aim is to show how the images can be 

encrypted secured manner. 

Now, let us take an input image as shown in the figure 1.1 

 
Fig.1 

This input image is now processed for secured encryption. 

[2].Firstly, the watermarking of this image is done using 

DWT and DCT transforms. In this process the output image 

will be as follows in figure 1.2. 

 
Fig 2 

This water marking differentiates from the original image. In 
this we have enclosed both blind and non blind 

watermarking techniques so that even if unauthorized user 

gets it he cannot be able to access the original image.  After 

this water marking the output image is now given for 

encryption process for this encryption we use standard AES 

algorithm. This is provided with a key which is known only 

to the transmitter and the receiver. The encrypted image will 

be as follows in figure 1.3.  

 
Fig 3 

This encrypted image will be decrypted only by receiver 

with the help of the key generated.  In this case the key we 

have generated is as follows in figure 1.4 



International Journal For Technological Research In Engineering 

Volume 2, Issue 8, April-2015                                                ISSN (Online): 2347 - 4718 

 
 

www.ijtre.com                        Copyright 2015.All rights reserved.                                                                          1522 
 

 
Fig 4 

Using this key the receiver gets the output image decrypted 

easily. The decrypted image is as follows 

 
Fig 5 

The above is the decrypted image. This type of image 

encryption is used for highly secured transmission. For 

authorized access this type of encryption standards are highly 

necessary. The coding of the method was done in MATLAB 

R2013b[3]. 

 

IV.   CONCLUSION 

From this paper we are concluding that the block cipher 

algorithms combined with water marking techniques can be 
used for secured image encryption. In this case we use 

discrete cosine transform [5] for robustness. DCT for water 

marking can be easily performed with out image compression 

 

IV. FUTURE SCOPE 

We are encrypting the image using watermarking and 

encryption techniques. This is very robust method in this 

technique we are also using DCT for watermarking. DCT is 

robust method for implementation compared to DFT. It is 

loss less technique for implementation of images in various 

formats. This encryption can be extended to multiple images 

using chaotic maps. In future this technique could be more 
worth if implemented for multiple images that is extending 

the the image size to more number of bits and image 

compression is more in dwt compare to DCT. So this 

technique more reliability. 
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