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Abstract: Phishing is a security attack that involves the 

creation of websites that mimic legitimate websites. The 

main aim of the phishing is to obtain the sensitive 

information of the victim such as username, passwords, 

credit card details, etc. The attacker then uses this 

information for his financial gain. Several techniques such 

as blacklists, whitelists, data mining techniques, etc have 

been used for phishing handling. This paper provides a 

review of the phishing detection. 
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I. INTRODUCTION 

The Internet is the most important part of modern life. 

Internet is used by various organisations for online trading 
and sales of services and goods. But internet users are 

vulnerable to various kinds of attacks. Phishing is one of 

those attacks. Phishing is a security attack that involves the 

creation of websites that mimic legitimate websites. The 

main aim of the phishing is to obtain the sensitive 

information of the victim such as username, passwords, 

credit card details, etc. The word ―Phishing‖ is derived from 

―Fishing‖. The idea is that bait is thrown out with the hopes 

that a user will grab it and bite into it just like the fish. Most 

of the users depend on the looks of a website to identify it. So 

the attackers use this thing to fool users and they create fake 

websites that visually similar to legitimate site. Phishing 
attacks are increasing day by day. According to phishing 

activity trend reports published by Anti-Phishing Working 

Group on 23 June 2014[1] and on 28 August 2014[2] a lot of 

phishing attacks were detected in first half of the year 2014 

as shown is figure 1. The report also depicted that Payment 

Services continued to be the most targeted industry sector in 

the second quarter of 2014, with 39.80 percent of attacks 

during the three month period as shown in figure 2. 

 
Figure 1: Phishing sites detected by APWG in 2014 

 

 
Figure 2: Most Targeted Industry Sector 

 

II. PHISHING LIFE CYCLE 

Phishing attack typically starts by sending an email to the 

victims that appears to be from some legitimate organisation 

and asks them to update or validate their information by 
visiting a link within the email. Phishing attack generally 

involves the following four steps: 

 The attacker creates a website that is visually 

similar to some legitimate website. 

 Attacker sends bulk of emails that contains link to 

the phishing website to large no of users. 

 The user receives the email and visits the link in the 

email. 

 User exposes his sensitive information and attacker 

uses this information for financial gain. 

 
Figure 3: Phishing Cycle [3] 

 

III. APPROACHES FOR HANDLING PHISHING 

There are two main approaches For Handling Phishing: 

 Non-Technical Approaches 

 Technical Approaches 
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1)  Non-Technical Approaches: The Non-Technical 

Approaches for handling phishing are: 

 Legal Solutions: Many countries follow legal 
solutions for dealing with phishing attacks. United 

State was first country to enact laws against 

phishing attacks. Because it is difficult to trace the 

attackers so Legal solutions do not sufficiently catch 

phishers. 

 Education: Another non-technical approach for 

handling phishing is to raise awareness among users 

about the phishing attacks. If the users are 

convinced to inspect the security indicators then the 

problem can be substantially minimised. But this 

task is difficult to implement. 
 

2) Technical Approaches: The technical approaches for 

handling phishing are: 

 Blacklist or Whitelist Approach: Blacklist is a list of 

IP addresses, Domain Names or URL‘s of phishing 

websites. In this approach whenever a website is 

loaded in the browser it is checked whether this 

website exist in the blacklist or not. If the website 

exists in the blacklist then the alert message is 

shown to the user . The main drawback of this 

approach is that it takes some time to add a website 

to blacklist so it cannot detect newly created 
websites. Similarly whitelist is the list of legitimate 

websites. 

 Heuristic Approach: In heuristic approach several 

features of the website are used to identify the type 

of website. Heuristic Approach can identify newly 

created websites. Heuristic approaches can be 

classified on the basis of use of following  

 Visual Similarity: The Phishing Websites mimic the 

look and feel of legitimate websites,so the visual 

similarity measures can be used for detecting 

phishing websites.In these methods database is used 
to store data of legitimate websites.Then the data of 

suspicious websites is compared with the data of 

legitimate websites for detecting phishing 

websites.The approaches used in [5] and [6] uses the 

visual similarity for detecting phishing websites. 

 Search Engine: Several Search Engines such as 

Google, Yahoo, etc perform page ranking. In order 

to get high rank the webpages are required to follow 

the guidelines of Google Web Master. Phishing 

webpages do not follow these guidelines so they are 

either absent in the search results or possess a very  
low page rank. The approaches provided in[7]uses 

search engines for detecting phishing websites. 

 Anomalies : Phishing websites are visually similar 

to the legitimate websites but they contain 

anomalies in their URLs, DOM objects or webpage 

contents. There are several studies that have utilized 

the varied set of anomalies for phishing detection. 

The approaches used in [3] and [7] uses the 

anomalies for detecting phishing websites. 

   

IV. FEATURES 

There are various features that can be used to distinguish 

phishing websites from other types of websites. Some the 
features as provided in [3][4] are: 

Using the IP Address: In Legitimate websites instead of IP 

addresses generally domain names are used in the URL. If 

URL contains IP address then the user can almost be sure 

that the website is phishy. 

 

 

 

Long URL : To hide the suspicious part in the address bar 

Phishers can use long URL‘s. Scientifically, there is no 

reliable length distinguishes phishing URLs from        

legitimate . According to [4] if the length of the URL is 
greater than or equal 54 characters then the URL classified as 

phishing. 

 

 

 

 

 

URL‘s having @ Symbol: Phisher often tries to fool user by 

using @ symbol in URL. The browser might ignore 

everything prior the @ symbol since the real address often 

follows the @ symbol. 
 

 

 

 

Adding Prefix or Suffix Separated by (-) to Domain: Dash is 

rarely used in legitimate URL. Phishers resort to add suffixes 

or prefixes separated by (-) to the domain name, So that users 

feel they are dealing with the legitimate webpage. 

 

 

 
Sub Domain and Multi Sub Domain : The legitimate URL 

link generally has two dots in the URL since we can ignore 

typing www. If the number of dot‘s is equal to three then the 

URL is classified as ―suspicious‖ since it has one sub 

domain. However, if the dots are greater than three it is 

classified as ―phishing‖ since it will have multiple sub 

domains. 

 

 

 

 

Request URL: For legitimate websites, most of objects 
within the webpage are linked to the same domain. We 

extract the keyword <src=> from the website source code 

and check whether the domain in the URL is different from 

that in <src>. If the result is true the website is classified as 

―phishing‖. According to [4] If the rate of URLs in source 

code of the website that have different domain than the 

domain typed at the address bar  is less than 22% the website 

is considered ―legitimate‖ else if the rate is between 22% and 

Rule : If IP address exists in URL → Phishy 

                      else → Legitimate 

 

Rule : If URL length < 54 → Legitimate 

URL length ≥ 54 and ≤ 75 → Suspicious 

else → Phishy 

 

Rule : If URL has ‗@‘ → Phishy 

else →  Legitimate 

Rule : If domain part has ‗—‘ → Phishy 

else → Legitimate 

Rule : If dots in domain < 3 → Legitimate 

else if =3 → Suspicious 

else → Phishy 
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61% then the website considered ―suspicious‖. Otherwise the 

website is considered ―phishy‖. 

 

 
 

 

URL of Anchor : We check (1) whether the domain of anchor 

is different from that of the website, and if so the website is 

classified as phishing. This is similar to request URL 

feature.2) If the anchor does not link to any webpage, e.g.: 

<a href=―#‖>, 

<a href=―#content‖>, 

<a href=―#skip‖>, 

<a href=―JavaScript ::void(0)‖> 

Then the website is classified as phishing. 

 
 

 

 

 

Server Form Handler : SFH that contains empty string or 

―about:blank‖ are considered doubtful since an action should 

be taken upon submitted information. Furthermore, In 

legitimate website the form is rarely handled by external 

domain server, so  if the domain name in SFHs is different 

than the domain of the webpage this gives an indication that 

the webpage is suspicious because. 
 

 

 

 

 

Redirect Page : Open redirects found on web sites are liable 

to be exploited by phishers to create a link to their site. This 

makes the link look genuine, as it appears legitimate web site 

and acceptable if the site is served using SSL. When a user 

clicks on the link, he may be unaware that he is redirected to 

the phishing site. 
 

 

 

 

Disabling Right Click : Phishers use JavaScript to disable the 

right click function, so that users cannot view and save the 

source code. 

 

 

 

 

Using PopUp Window : It‘s unusual to find a legitimate 
website asking users to submit their credentials through a 

popup window. 

 

 

 

 

Age of Domain: This feature can be extracted from WHOIS 

database . If the age of the domain is less than six months it is 

classified as ―phishing‖ otherwise the website is considered 

―legitimate‖. 

 

 
 

 

DNS Record : This feature can be extracted from WHOIS 

database . For phishing sites, either the claimed identity in 

not recognized by WHOIS database or the record of the 

hostname is not founded . If the DNS record is empty or not 

found then the website is classified as ―phishing‖, otherwise 

it‘s classified as legitimate. 

 

 

 

 
V. CONCLUSION 

Phishing is a security attack. Detecting Phishing sites is 

crucial problems facing the internet community because of 

its high impact on the daily online transactions performed. 

This Paper Provides a Review of the Basic Phishing 

Concepts. This Paper also describes the features that 

distinguish phishing websites from legitimate websites. 
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Rule : request URL < 22% → Legitimate 

request URL ≥  22% and < 61% → Suspicious 

else → Phishy 

Rule : URL anchor % < 31% →  Legitimate 

URL anchor % ≥ 31 % and ≤ 67% → 

Suspicious 

else → Phishy 

Rule : SFH If ‗about : blank‘ or empty →  

Phishy 

SFH redirects to different domain ! Suspicious 

else → Legitimate 

Rule : redirect page #s ≤ 1 → legitimate 

redirect page #s  > 1and < 4 → Suspicious 

else →phishy 

Rule : rightClick disabled →Phishy 

rightClick showing alert → Suspicious 

else → Legitimate 

Rule : popup # ≤ 2→Legitimate 

Popup # >2 and <4 → Suspicious 

else → Phishy 

Rule : age ≤ 6 months → Phishy 

else →  Legitimate 

Rule : No DNS record → Phishy 

else → Legit 
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