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Abstract: A  very  important  problem  in  data  mining  is  

preventing  privacy  leaked  in  data publishing. There are a 

vast number of sources for data collection. In a wide range 

of fields, data arrives in form of high speed and huge data 

streams, and it increases the risk of disclosure of privacy. 

One of the ways is to use k-anonymity on data publishing. 

To achieve k-anonymity, quasi-identifier attributes are 

completely or partially suppressed or generalized. Existing 

mining algorithms may still reveal sensitive information 

under homogeneity attack, background attack.  

 

A k-anonymity algorithm with classification tree is used to 

classify the new data, which is equivalent process as data 

cleaning, correlation analysis, data generalization.  It takes 

data set as input and at the end gives classified k-

anonymized data. k-anonymity table has generalized quasi 

attribute and original sensitive attribute data. The proposed 

work is extends the process of anonymization to achieve 

new knowledge through data mining while protecting 

individuals' privacy. 

Keywords: Privacy Preserving Data Mining, k-Anonymity, 

Classification. 

 

I. INTRODUCTION 

Privacy preserving data mining (PPDM) has emerged to 

address the privacy issues in data mining. Embedding privacy 

into data mining has been an active and fruitful research area. 

The goal is to perform data mining operations on sets of data 

without disclosing the contents of the sensitive data. If data is 

perturbed on the other hand for privacy concern, it leads to 

information loss. Several data mining techniques, 

incorporating privacy protection mechanisms, have been 

proposed based on different approaches and we need to 
minimize both privacy loss and information loss.  

 

Recent research  in  the area of PPDM has devoted much 

effort  to determine a  trade-off between privacy  and  the  

need  for knowledge discovery, which is crucial in  order to  

improve decision-making process and other human activities. 

A data set complies with k-anonymity protection if each 

individual‟s record stored in the released dataset cannot be 

distinguished from at least k-1 individuals whose data also 

appears in the dataset. Generalization consists of substituting 

attribute values with semantically consistent but less precise 

values. Suppression refers to removing a certain attribute 
value and replacing occurrences of the value with a special 

value “?”, indicating that any value can be placed instead. 

Data perturbation (Applying Rotation, translation, and noise  

 

addition to sensitive data) also is used. Quasi-identifier is a 

set of features whose associated values may be useful for 

linking with another dataset to re-identify the entity that is 

the subject of the data [6]. 

 

II. RELATED WORK 

In kACTUS algorithm, it wraps a decision tree inducer 

which is used to induce a classification tree from the original 

dataset. Hence it generates a k-anonymous dataset that can 

be used by external users that may utilize any mining 
algorithm for training a classifier over the anonymous 

dataset. In this method suppression is used so information 

loss is more. So this is issue of this method, so proposed 

method is define and is used to overcome this issue by using 

aggregation instead of suppression. 

 

III. METHOD 

Input: Original Dataset 

Output: Anonymized Dataset 

Steps: 

1. Take Dataset T 

2. Take value of  noise to generate randomized dataset 
add it to the original dataset 

3. Apply classification tree algorithm to randomized 

dataset 

4. Take the value of quasi-identifier from user 

5. Take value of „k‟ from user 

6. Now take classification tree as an input and list 

those nodes which have a height is equal to 

1(Means root node). 

7. For every node in that list check the number of 

instances associated with every child of that node. If 

instances values are >=k (threshold value) then 
Aggregate all quasi-identifiers (QID) attributes. 

After Aggregation prune the node. 

8. If value of instances is less than k then add extra 

instances of complying node.  

9. Repeat the step 6 until tree is not fully pruned. 

 

Finally we get k-anonymized dataset. 
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Figure 1 Methodology of proposed work 

The goal of this method is to create an anonymous dataset 

where the predictive performance of a classifier trained on 
the anonymous dataset is as similar as possible to the 

performance of a classifier trained on the original dataset. So 

one need to consider how the input attributes affect the target 

attributes (class). The classification tree can be easily 

interpreted by a machine in order to perform the k-anonymity 

process. In the classification tree, each path from the root to a 

leaf can be treated as a classification rule. A subset of the 

dataset is inscribed with each leaf. If this subset size is 

greater than „k‟, then this subset of instances can be easily 

anonymized by generalizing all the quasi identifier attributes 

that are not referenced in one of the nodes along the path 
from the root. If a leaf node complies with the k-anonymity if 

the number of instances that ascribed to this leaf is higher or 

equal to k .If all the leaves in the tree comply with the k-

anonymity the dataset can be k-anonymized by generalized 

as described above. For leaves that do not comply with the k-

anonymity, by adequately pruning them one can obtain a new 

leaf which may comply with the k-anonymity. Thus by 

pruning the rules in a bottom up Manner, we generalized the 

least significant quasi-attributes. The remaining attributes are 

the quasi attributes which will be left as-is. To analyze the 

algorithms result WEKA Tool is used. And as a back end 

Java language is used. 
 

IV. RESULTS AND DISCUSSION 

Standard test specimens were prepared for the different 

datasets based on Accuracy and Information loss with varied 

value of „k‟ in Table 1 and Table 2. 
Table 1 Comparison of kACTUS and proposed algorithm 

based on Accuracy (%) 

Dataset k = 2 k = 4 k = 6 k = 8 k = 10 

Bank 90.12 88.01 86.87 84.52 80.39 

Adult 83.20 83.05 81.31 80.66 77.55 

Diabetes 90.55 89.23 90.92 84.88 80.33 

Table 1 shows the accuracy results of individual specimens. 

As the value of „k‟ increases Accuracy decreases. Figure 2 

and 3 shows the comparison for Bank and Adult dataset with 

existing algorithm. 

 
Figure 2 Graph based on Accuracy for Bank dataset 

 
Figure 3 Graph based on Accuracy for Adult dataset 

 

Table 2 Comparison of kACTUS and proposed algorithm 

based on Information loss 

Dataset k = 2 k = 4 k = 6 k = 8 k = 10 

Bank 0.249 0.266 0.276 0.296 0.33 

Adult 0.279 0.280 0.295 0.300 0.327 

Diabetes 0.296 0.306 0.293 0.339 0.37 

Table 2 shows the Information loss results of individual 

specimens. As the value of „k‟ increases information loss 

increases. Figure 4 and 5 shows the comparison for Bank and 

Adult dataset with existing algorithm. 
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Figure 4 Graph based on Information loss for bank data 

 
Figure 5 Graph based on Information loss for Adult data 

As graph shows the results with different value of „k‟, it is 

better in terms of accuracy as well as information loss 
compare to the existing algorithm‟s result. So it‟s better to 

use this when to provide privacy to individual. One more 

thing is noticed here is the time taken to build model is nearly 

equal to the time taken to build existing algorithm‟s result. 

 

V. CONCLUSION 

After the implementation of proposed algorithm, the results 

are analyzed by comparing time taken to build model and 

Accuracy. So after taking the result conclusion is: 

 Accuracy of proposed algorithm is more than 

existing algorithm. 

 Information loss of proposed algorithm is less than 

existing algorithm. 

 As well as proposed algorithm takes time to build 

model is nearly equal to existing algorithm.  

Limitation: 

 The Proposed algorithm is only applied to Integer 

valued quasi identifier. You can not apply it to 

nominal attribute. So In future we want to make 

same algorithm that can be apply on both type of 

attribute like Numerical as well as Nominal. 

 In future generalized frame work on extend to 

manage and analyzing privacy preservation for 

distributed data mining. 
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