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Abstract: Multiprocessor system on chip (MPSoC) is one of 

the key applications of VLSI technology. MPSoC are used 

to build complex integrated system. The design of consistent 

MPSoCs is compulsory to deal with the faults during 

fabrication or product lifetime. Network on chip is an 

interconnection amid several IP cores and routers. There 

are numerous possibilities for the incidence of faults within 

the network. For example permanent errors on the 

communication network can stall or smash applications 

even in the presence of substitute fault-free paths to a 

specified destination. This project aims at providing a fault-

tolerant communication that takes the advantage of NoC 

parallelism to provide alternate fault free paths between any 

source-target pair of routers, even in the presence of 

multiple paths. To increase the yield and the lifetime of 

such devices, fault tolerant design techniques must be 

applied. A routing algorithm plays a significant role on 

network’s operation. To cope with the unreliable NoC’s, 

this paper proposes an efficient routing algorithm for 

NoC’s employing packet switching, in mesh node topology, 

targeting fault tolerance. The proposed work aims at self- 

error detection and correction in the node, and thereby 

reconfigures the path quickly. 
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I. INTRODUCTION 

Multiprocessor System on Chip (MPSoC) is the most 

promising way to keep on exploiting the high level of 

integration provided by the semiconductor technology and on 

matching the constraints in terms of performance and power 

consumption. Network-on-Chip, which is proposed as a new 

interconnection architecture in MPSoC bears better 
scalability, reliability and flexibility. Large MPSoC’s 

containing dozens of cores interconnected through a NoC 

used in embedded devices. NoC architecture is a lot similar 

to the internet, Data communications between cores or 

segment of chip are packetized and transferred through the 

network. Packet switching is by far the most employed 

switching mechanism in NoCs. Packet Switching requires the 

use of switching mode, which defines how packets move 

through the nodes. The wormhole switching mode avoids the 

need for larger buffer spaces, since the packet is transmitted 

between nodes in smaller units called flits. Only the header 
flit has routing data. Hence the rest of the flits that comprise a 

packet must follow the identical path reserved for the header. 

Such devices can deliver the expected performance, allied 

with low power consumption. However, due to fabrication 

process problems or device aging, some of these cores or  

 

NoC routers may fail. To increase the yield and the lifetime 

of such devices, fault tolerant design techniques must be 

applied. A routing algorithm plays a significant role in 

network operation. Routers make the decision based on 

routing algorithm. With the widespread advances in process 

technology, a large number of processing elements is 

embedded on a single silicon chip. Thereby increasing the 

silicon chip density. Owing to this metamorphosis, the NoC 

will certainly have faults in their interconnection architecture 

and logics. According to INTEL “Within a decade there will 
be 100 billion transistor chip, out of which 20 billion will fail 

due to manufacturing defects and other 10 billion will fail in 

their first year of operation”(Source: INTEL groups). The 

effect of these faults can either be permanent, intermittent or 

transient. Therefore, fault tolerant systems is a must for NoC. 

Faults denote to the failure of the entire system. There are 

two categories of faults that can arise in the lifetime of an IC. 

Those are permanent faults and transient faults. Transient 

faults are unpredictable, and are difficult to detect and 

correct. Whereas permanent faults are due to manufacturing 

defects. These type of faults must be recovered and tolerated 

in such a way that network continues to function. This failure 
can be categorized as i) router failure ii) Link failure. At the 

link stage, any fault in the metal contact could damage the 

wire resulting in the alteration of the bit pattern. Therefore, 

hamming code employed to detect and correct the error in 

the bit patterns. Faults in the router is due to the fault in the 

router architecture such as buffers, queue, arbiter etc. When a 

router is faulty, it cannot be repaired online in the process of 

routing. To overcome the aforesaid issues, NoCs must have a 

fault tolerant capability to ensure the reliable data transfer. 

To manage with the unreliable NoC’s an efficient routing 

algorithm for NoC’s employing wormhole packet switching, 
in mesh node topology, targeting fault tolerance. The 

proposed work aims at developing a routing algorithm which 

meets the above requirement, and performs self- error 

detection and correction in the node. The rest of the paper is 

arranged as follows: section II briefs about the related work. 

Section III presents the proposed method. Section IV 

evaluates the proposed method. Section VI shows the 

simulation result and V concludes the paper. 

 

II. RELATED WORK 

A reliable NoC system must be able to mitigate, detect, 

locate faults, reconfigure itself, and recover the affected 
logic. Common approaches for fault-tolerant NoC can be 

divided in two categories: 

 Add hardware redundancy to the NoC to deal with 
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faults.  

 Cota et al. surveyed this category which includes 

methods such as retransmission, spare wires, backup 

paths and spare routers. 

 Add logic to enable the NoC using its natural path to 

find fault free paths.  

 

The first category is typically NoC dependent, adds more 

hardware than the second category, and it doesn’t comply 

with all features presented in previous section. The second 

category typically complies with most of the features. These 

characteristics of both fault tolerant categories motivated the 

research of fault tolerant routing, with focus on all features 

presented before. Rodrigo et al. present the uLBDR. The first 

version of the algorithm stores the connectivity status of the 
neighbor’s routers and turns, leading to minimal paths. If the 

information is not sufficient to reach the destination, a de-

route process is executed, trying to route the packet in a non-

minimal path. However, the de-route process doesn’t ensure 

reachability. Then the authors propose the replication of the 

packets in two ports, ensuring complete reachability.  

 

The drawback is that packet replication potentially increases 

the network congestion. The author presents results for 2D 

irregular meshes, not exploring other topologies. Zhu and 

Qin. Proposes a fault-tolerant MPSoC executing a single 

program, multiple data (SPMD) environment. In the SPMD 
approach, all PE’s execute duplicates of the same data 

parallel program. Then, if a tile fails, there is no restriction 

loss, because another tile may execute the same program. The 

author proposes the use of MPI-like message passing library. 

They evaluate a DSP application that has been replicated 4 

times. This application was mapped in a 4X4 MPSoC, 

showing a speed up varying from 1 to 16 working PE’s. 

Hebert et al. proposes a distributed fault-handling method for 

a NoC- based MPSoC. Faults at PE are detected by heartbeat 

messages exchanged among PEs. Each PE has a watchdog 

timer capable of missing or corrupted heartbeat messages. 
Besides fault detection, the method also isolates faulty PE 

isolation and recovering via task remapping.  

 

As stated at the conclusion, the approach does not handle 

faults at interconnect network. Fu et al. describes an MPI 

based library where the task mapping is abstracted from the 

application. It also implements features such as broadcast 

gather and message ordering. As stated in the conclusion the 

MMPI is more efficient than MCAPI when resolving the 

problems of task loading and message reordering. As a 

summary of the related work on fault-tolerant routing for 

NoCs, the proposals rely on excessive number of resources 
depending on the application. This review of prior work 

demonstrates that there is large number of approaches, but 

addressing the fault-tolerant approach is dependent on 

MPSoCs. The contribution of this project lies in designing an 

efficient routing algorithm to ensure fault-independent and 

complete reachability. 

 

III. PROPOSED ROUTER ARCHITECTURE AND FAULT 

MODELING 

In this paper, a 2-dimensional (2D) mesh topology is 

employed as the on-chip network architecture. The 2D mesh 
topology has been widely used in previous research due to 

reasons such as simplicity in physical layout, redundancy in 

routing, and regularity. Fig.1 shows a 4X4 2D mesh network 

with 16 routers. 

 
Fig 1: 4X4 2D mesh topology. 

The routers will be labeled by their positions (x,y), and 

connected by pairs of input/output links. The router is 
responsible for sending and receiving data packets among the 

nodes. Besides routing packets to/from its adjacent core, a 

router can directly route packets between its neighbors 

through ports North (N), South (S), West (W), and East (E), 

respectively as shown in Fig 2. 

 
Fig 2: Generic router architecture. 

 

A. Router Architecture: 

A 2D Mesh NoC comprises of tiles with M number of rows 

and N number of columns. A tile consists of IP core and a 

router. The IP core is connected to the router by a resource 

network interface as discussed in chapter 3. The router has 

four bi-directional ports and a local port to connect to the IP 

core, with both input and output channels along with buffers. 
Messages are transmitted in the form of packet or flits 

between different routers. The path between the source and 

destination is decided by the routing algorithm. A modified 

router architecture which is appropriate for fault-tolerant 
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routing algorithm is shown in 3. The router architecture 

consists of two important parts. They are input port and 

output port. The input port comprises of a priority Arbiter 

and input buffers. Arbiter gives priority to the input packets 
suggesting which has to be routed first and which has to be 

routed next. In this router the two ports are multiplexed by a 

control unit as shown in the fig 3. 

 
Fig 3: Modified router architecture 

A router is said to be faulty when the input buffers or arbiter 

is at fault. If the arbiter is at fault, the particular router will 

not be able to decide which packet has to be routed in which 

direction. In such cases the router will be treated as a link 

eliminating the function of arbiter in them. If the error signal 

is high, it means that the arbiter or the input buffer is faulty. 

Therefore faulty routers has to be bypassed or isolated. In this 

project we consider the faulty router as a link as shown in the 
fig 4. The internal architectures of router is shown in the 

figure 4. 

 
Figure 4: internal architecture of router 

If node 3 was faulty, the east output of node 1 is connected to 

west input of node 3, in turn it is connected to south output of 

node 4. The west input of node 1 is connected to north input 

of node 2, in turn it is connected to south output of node 4. 

 

B. Principle of routing algorithm and packet formation 
A four by four 2D mesh network consists of 16 routing node. 

There is one local input and one local output through which 

input data is transferred, input data is 8 bit long. A hamming 

encoder is used to encode the input data. A packet is formed 

which includes the address bits of source and destination 

routing node. A priority based arbiter gives priority to the 

input packets which is to be routed first. Arbiter is used in 

network on chip when number of inputs are requested for 

same output port, the arbiter has to generate the grant signal 
on the basis of which packet is getting the highest priority; 

and the input port transmits packet to the output port. The 

packets are routed based on modified XY routing algorithm. 

Once the packet reaches its destination router, a hamming 

decoder is employed to decode the packet obtained, and the 

obtained data is error free. 

 
Fig 5: Packet Formation and Routing 

 
IV. Seek Network 

At startup, the network is assumed to be fault free and 

packets are sent from source routing node to destination 

routing node. The packets are routed based on priority based 

encoder and modified X Y routing algorithm. The packets 

have header flit, tail flit and data flit, the header flit has the 

destination router address. A implementation of a NoC with 

2-D mesh topology, wormhole switching mechanism are 

done. Each router has co-ordinates as (x,y),for the routing 
current address (Curr x,Curr y) is compared with the 

destination router address (Dest x,Dest y) of the packet 

,depends up on the comparison output of routing algorithm. 

If (Dest x > Curr x) data packet moves in East else it take 

West till (Dest x, Curr x) become equal this is called as 

horizontal alignment .Now (Dest y,Curr y) undergoes 

compression , if it is found that (Dest y > Curr y) then 

packet’s header flit moves towered South else North up to 

(Dest y=Curr y). 

 
Fig 6: Modified XY routing 

 

A. Seek Path: Initially path is assumed to be fault free, i.e, all 

the routers are assumed to be free of faults, and the packets 

are traversed according to modified XY routing algorithm. If 

a router is faulty, such routers are treated as link and the path 
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is chosen accordingly as shown in the fig 5. In this example 

source address is 0000 and destination address is 1010. 5th 

router is faulty i.e, 0100. If router wasn’t faulty, path would 

be 0000-0100-1000-1001-1010. Since the router is faulty, it 
is treated as a link. Ans since the packet is now in east output 

of node 1, the packets reaches south output of node6. The 

reformed path is 0000-0101-1001-1010. 

 
Fig 7: Flow control module. 

It is seen that the new paths has minimal routing. 

 
V. SIMULATION RESULTS 

To evaluate the proposed routing algorithm, a 4 x 4 mesh 

node topology was implemented in Verilog. ModelSim tool 

is used to perform simulation. In the experimental setup, a 

test bench is written which simulates the DUT (Design under 

Test). Results were analyzed using chipscope pro analyzer. 

 
Fig 8: fig shows the path followed by the NoC 

 
Fig 9: Chipscope output 

VI. CONCLUSION 

As the semiconductor industry is making progress towards 

nanoscale technology, the integrated circuits are becoming 

less reliable, resulting in poor yield. Therefore, the 
performance of NoCs are severely affected by the presence 

of permanent faults in the interconnection architecture. 

Therefore, it is important that Network-on-Chip be adaptive 

so that it could isolate known faults. In this project we have 

addressed two types of faults, link faults which are due to the 

leakage in the metal interconnections leading to change in 

the bit pattern and router fault which is due to the fault in any 

of the router elements such as cross bar or buffers etc. 

whenever the components in the router fails, it will lose the 

capability to store packets. A modified XY routing algorithm 

along with the priority based arbiter was implemented to 

bypass the faulty router and a new path is chosen 
accordingly. A hamming code is employed to detect the error 

in the bit pattern and correct the error. In this project up to 

six faults were injected in the NoC, it is seen that, the data 

packets isolated the faulty router and reached its given 

destination. The results shows that the new path was the 

shortest path chosen to reach the given destination. The 

priority based arbiter further helps to avoid collision. 

 

      REFERENCES 

[1] Cota, É.  Amory, A.M.; and  Lubaszewski,  M.S. 

“Reliability, Availability and Serviceability of 
Networks-on-Chip”. Springer, 2012, p. 209.  

[2] Rodrigo, S.; et al. “Cost-Efficient On-Chip Routing 

Implementations for CMP and MPSoC Systems,” 

IEEE Transactions on Computer-Aided Design of 

Integrated Circuits and Systems, vol. 30(4), pp. 

534–547, 2011. 

[3] F.  Fu;  et  al.  “MMPI:  A  Flexible  and  Efficient 

Multiprocessor Message Passing Interface for NoC 

based  

[4] MPSoC”. In: SOCC 2010, pp. 359–362. R. Aulwes 

and D. Daniel. “Architecture of LA-MPI, a 
Network-Fault-Tolerant MPI”. In: Parallel and 

Distributed Processing Symposium. 2004.  

[5] Zhu, X.. “Prototyping a Fault-Tolerant 

Multiprocessor SoC with Run-Time Fault 

Recovery”. In: DAC 2006, pp. 53–56.  

[6] Hebert, N.; et al. “Evaluation of a Distributed Fault 

Handler Method for MPSoC”. In: ISCAS 2011, pp. 

2329– 2332.  

[7] Carara, E.; Moraes, F. “Flow Oriented Routing for 

NOCS”. In: SOCC 2010, pp. 367–370.  

 


