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Abstract: Information Systems Security is one of the most 

pressing challenges confronting all kinds of present-day 

organizations. Although many companies have discovered 

how critical information is to the success of their business 

or operations, very few have managed to be effective in 

maintaining their information secure, avoiding 

unauthorized access, preventing intrusions, stopping secret 

information disclosure, etc. Security is currently a 

widespread and growing concern that affects all areas of 

society: business, domestic, financial, government, and so 

on. In fact  the so-called information society is increasingly 

dependent on a wide range of software systems whose 

mission is critical such as air traffic control systems, 

financial systems or public health systems. The potential 

losses that are confronted by businesses and organizations 

that rely on all these hardware and software systems have 

therefore led to a situation in which it is crucial for 

information systems to be properly secured from the outset. 

Index Terms: Information System Security, Threat 

Classification, Threat, security. 
 

I. INTRODUCTION 

Information security, sometimes shortened to InfoSec, is the 

practice of defending information from unauthorized access, 

use, disclosure, disruption, modification, perusal, inspection, 

recording or destruction. It is a general term that can be used 

regardless of the form the data may take (e.g. electronic, 

physical).Security is currently a widespread and emergent 

concern that affects all areas of society: business, domestic, 

financial, government and so on. Information security has 
become an increasingly critical concern for all private and 

Government Organizations. Today‟s threats are more 

powerful than ever from infecting the corporate networks by 

custom malware to targeted hacking, outright tampering or 

theft of assets, sophisticated phishing attacks and intellectual 

property of people. Information Security is a function whose 

mission is to establish security policies and their associated 

procedures and control elements over their information with 

the goal of guaranteeing following Acute Characteristics of  

Information [1]: 

Availability: Enabling authorized users or computer systems 
to access information without interference or obstruction and 

receiving it in a necessary format. 

Accuracy: Information is accurate when it is free from 

mistake or errors and it should meet the expectation of end 

users. 

Authenticity: It is the quality or state of being original or  

 

genuine rather than a replica or fabrication. Confidentiality: 

It ensures that only privileged person should be able to 

access information. 

Integrity: It ensures that information is complete and 

uncorrupted. 
 

II. THREATS 

It is a possible danger that exploits vulnerability to crack 

security and thus can cause possible harm [2][3]. 

 

A. Virus 

It is a piece of software that can replicate itself and infect 

computer without the permission or knowledge of the user. 

 

B. SPAM / SPIM / SPIT  

SPAM is electronic junk email. 
SPIM is spam sent via instant messaging systems such as 

AOL Messenger. 

SPIT is Spam over Internet Telephony. 

 

C. Spoofing, Phishing and Pharming 

SPOOFING is an attack in which a person or program 

masquerades as another. 

PHISHING is aform of spoofing in which a fraudulent web 

page is produced which looks like a legitimate web page. 

PHARMING is an attack in which a hacker tries to redirect a 

website's traffic to another fake website. 
 

D. Spyware 

It is software that is covertly installed on a computer without 

the user‟s permission to monitors user activity. 

 

E. Keystroke Logging 

It is a software program installed to capture and record user 

keystrokes. 

 

F. Adware 

It is software which spontaneously plays, displays or 

downloads advertisements in to a computer. 
 

G. Botnet 

It is also called “zombie army” is a collection of software 

robots, or bots that runs automated tasks over the Internet. 

 

H. Worm 

It is a self-replicating, malicious software program. 

 

http://en.wikipedia.org/wiki/Information
http://en.wikipedia.org/wiki/Vulnerability_(computing)
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I. Trojan Horse 

It is a non-self-replicating type of malware program 

containing malicious code which allow hackers a secret way 

into the system. 
 

J. Blended threat 

It is a threat that combines different malicious components, 

such as a worm a Trojan horse and a virus. 

 

K. Denial of service attack (DoS) 

This attack is an attempt to make a computer resource such as 

a website or web service unavailable to users. 

 
 

III. AWARENESS 

One of the best ways to make sure company employees will 

not make costly errors in regard to information security is to 

institute company wide security awareness training initiatives 

that include but are not limited to classroom style training 

sessions, security awareness website(s), helpful hints via e-

mail, or evenposters. These methods can help ensure 

employees have a solid understanding of company security 

policy, procedure and best practices[4]. 
 

A. Classroom-Style Training 

Utilizing a classroom setting for security-awareness training 

can offer the benefit of lecture based and interactive learning 

as well as the availability of someone to answer questions in 

real time. There can also be Q&A  period after the materials 

are presented as well as contact information distributed for 

questions that might pop up afterward. Some companies 

offer both live and web-based training and utilize a variety of 

methods such as role playing and simulation games so the 
interaction is more two way than one way. Other companies 

offer videos, web-based training and live trainers. The 

method you use is by no means limited. This type of training 

can vary in the amount of time it can take. The security 

awareness training I have implemented at Washtenaw 

Community College takes about two hours but it has no real 

interactivity such as role-playing or simulations; just 

PowerPoint and Q&A. Training time can depend on the 

effectiveness and the extent of the material discussed. 

Training sessions could possibly take a full day if needed. 

 

B. Security Awareness Website 
Another way of implementing a security awareness program 

is through the creation of a security awareness website. This 

website could consist of different sections with the different 

areas that need to be cover (e.g. Malware, hoaxes, file 

sharing and copyright, etc). The University of Tennessee 

implemented a very impressive security awareness website 

complete with videos, examples and helpful external links. 

Another implementation of the security awareness website 

could be a self-paced tutorial where users can log in and go 

through it, taking mini quizzes at the end of each section to 

make sure the material is actually being read and absorbed. 
Utilizing login scan also be a means of keeping track of who 

has (and more importantly who has not) taken the training. 

An FAQ section could be implemented as well as contact 

information for users to ask questions that are not addressed 

in the FAQ. 

 

C. Helpful Hints 

Utilizing helpful hints and tips is more of a supplement to the 

training be it via classroom style or online and should not be 

used as a means of security awareness training on its own. 

Helpful hints consist of tips and reminders that are pushed to 
user screens when they log in. These tips and reminders can 

consist of key points emphasized in the training (e.g. “Never 

keep your password in a place that can be accessed or 

viewed by anyone besides yourself.”). Reminders can be as 

simple as reminding someone to change their password or 

run their virus scan. 

 

D. Visual Aids 

Visual aids are another item that should not be used as the 

lone source of security awareness training but more as a 

supplement. The University of Michigan recently created a 

series of catchy password security posters that compare 
passwords tounderwear. One says to change them often, 

another says to not leave passwords lying around and another 

one says to not share them with friends. 

 

E. Promotions 

Security tips can appear on flyers distributed across the user 

base and one could even go so far as to hand out pencils 

and/or key chains with a catchy security-related phrase or 
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reminder (e.g. “Unexpected attachments can mean 

unexpected chaos: Please donot open them”). Now that we 

have addressed possible methods in implementing security 

awareness training what should be covered in the training 
will be addressed. 

 

IV. TRAINING TOPICS 

Topics addressed by the security awareness training should 

consists of a combination of existing organizational policies 

and procedures (how they tie in with each aspect, if they 

do),physical security, desktop security, Wireless Networks  

security, password security, and copyright with regard to file 

sharing. These topics will help employees to understand why 

security awareness is important and guide them in knowing 

how to prevent incidents from happening and what to do if 

one occurs. 
 

A. Physical Security 

When addressing physical security locking your doors and 

desk/file cabinet drawers should be the main focus. A helpful 

item to include could be the crime statistics, more 

specifically thefts from the organization. Another item to 

lightly touch upon (but go into greater detail in Desktop 

Security) is the fact that if a potential attacker has access to a 

user‟s computer, they could install a key logger or actually 

get into a machine that has not been locked. 

 
B. Desktop Security 

The desktop security section should go into detail as to why it 

is important to either have a password-protected screen saver 

or even better to get into the habit of locking computers when 

users walk away from them. A screensaver timeout should be 

utilized so if a user walks away from their computer, the 

password-protected screensaver would come up. Personally, I 

have mine set to 5 minutes, but upon doing a Google search 

regarding typical screensaver timeouts, the average response 

was 10 minutes. This information can and should be 

supplemented with information on how to do this. Tactics a 
potential attacker could utilize (e.g. Shoulder surfing, key 

loggers, etc) also need to be addressed. The pill of having to 

take extra measures to make sure your desktop is secured can 

be  swallowed  more easily if users understand  why  they 

should be taking them. 

 

C. Wireless Networks and Security 

The wireless networks and security section should address 

the unsecure nature of wireless networks as well as tips and 

tricks to exercise caution and harden laptops against the 

dangers of „sniffing‟. Emphasis should also be placed on not 

storing any kind of sensitive information on laptops that will 
be accessing a wireless network. Another area that should be 

covered is the importance of firewalls. Windows Firewalls by 

themselves are not enough. Most times companies will 

provide a purchased firewall on company-supplied laptops 

and computers (e.g. Sophos, McAfee, Norton, etc), but 

personal laptops that may utilize the company wireless 

network need to have a firewall on them. For small office 

environments as well as those who remotely access their 

workstation from home, it is always helpful to provide 

information on free firewall options like Zone Alarm and 

Comodo as well as relatively inexpensive firewall options 

like McAfee and Norton. The free firewalls are more for the 
personal users  though and not for commercial use. It may 

also be a benefit to the training to compare the price of a 

laptop to the price of a breach. A breach would not only cost 

the company a vastsum of money, it could also cause the 

user. 

 

D. Password Security 

The password security section should include what 

constitutes a strong, secure password or passphrase with an 

emphasis on passphrases since they are harder to guess and 

to crack. This section should also outline the minimum 

password requirements of the organization. Sharing 
passwords as well as leaving them out where anyone but the 

user could access them should be strongly discouraged. 

Making this part of organization wide policy could be very 

helpful in this arena. If this is incorporated into policy, this 

shouldbe addressed in the training. Users need to be aware of 

a policy is in place and general “rules of thumb” to make 

sure these policies are followed. Statistics could also be 

agood supplement. For example a delegated individual could 

go around to all of the offices and see if they can uncover 

any unsecured passwords. They could even take this a step 

further and see how many computers are left on as well as 
without tpassword-protected screensavers. No specific 

individuals would be singled out; just a number of instances 

out of the total number of computers would suffice. 

 

E. File sharing and Copyright 

When addressing copyrights with regard to file sharing, the 

types of copyright being referred to (e.g. recordings, videos, 

and software) should comprise of introduction. Suggestions 

on how to legally acquire copyrighted works digitally should 

conclude the introduction. File sharing programs and 

methods should be the next item to be covered (e.g. peer-to-
peer programs and bit torrenting). It should also be 

emphasized that, while being illegal, these programs and 

sites offering the resources for them are breeding grounds for 

viruses. It should also be stated that illegal file sharing and 

downloading is a waste of resources and if the organization‟s 

policy addresses it, can be a punishable offense. 

 

V. COGNIZANCE 

Various aspects, concepts, people and organization come 

into picture while innovating and implementing the 

information Security Programs. Some of them are listed 

below [5] 
 

Governments – They should produce cybercrime laws and 

implement them. They should also work faithfully with other 

governments since many attacks can be directed from 

overseas. They should also establish Computer Emergency 

Response Teams (CERT) that are dedicated to the 

prevention, detection and response of cyber security 

incidents. 
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Police Departments – They should have computer forensics 

teams that are experts in obtaining, examining, analyzing, 

recovering and presenting electronic evidence stored on 
computers or any other kind of electronic devices. 

 

Computer Emergency Response Teams (CERT) – They 

should be established to improve the security cognizance 

among people. CERT can also help establish new cybercrime 

laws, train computer forensic teams, and support 

organizations and users in fighting cybercrime. 

 

Enterprises – They should offer security training to its 

employees and clients. This could be online or onsite training 

or a combination of both. The training should be done 

regularly, e.g. twice a year, since new IT security threats 
appear frequently. The enterprise management should 

recommend and financially support the training. The 

enterprise should also have a local cognizance campaign by 

distributing posters and sending newsletters to alert users 

about the latest IT security threats. Assessments should also 

be conducted to quantity the level of security awareness 

among the users and the usefulness of the security awareness 

training and campaigns. A central point of contact regarding 

IT security related matters should be established to ease the 

communication with the users. Finally enterprises should 

adopt a proactive rather than a reactive approach to security 
cognizance. 

 

Media – They should continuously post IT security news, 

report IT security incidents, and the punishment that the 

attackers got. 

 

Telecommunication companies (ISPs) – They should offer 

recommendations on how to use the internet safely and 

configure any internet device securely. 

 

Non-Governmental Organizations (NGOs) – They should 
conduct IT security awareness campaigns and provide 

support for those who have queries or have security issues. 

 

Users – should train themselves by constantly reading 

magazines, books and online articles on IT security threats 

and that to  protect themselves from such threats. 

 

Schools and Universities – should offer security awareness 

campaigns and integrate IT security topics into their 

computer courses curriculum. 

 

VI. CONCLUSION 
In conclusion, it is very important to every organization to 

know about different type of threats. Issues prevention 

mechanism through some security awareness training, if 

implemented correctly, is an important necessity for any 

organization. If the user base is properly informed as to what 

to watch for, prevention and remediation procedures, this 

alone could prevent a lot of potential problems that could 

affect the infrastructure and the company as a whole. Often it 

is just awareness that is the “Employees can and should be 

the last line of defense.” Security awareness training canpay 

off by training users on what they can do to prevent 

malicious activity and what to do in the event of such 
activity. Of course security awareness training is not the be-

all-end-all, it is a significant layer of security to add to 

existing security measures. 
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