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Abstract: Errors occur in VLSI circuits which are deployed 

in nuclear power plants due to radiation, temperature 

changes etc. Reliability is a major concern in advanced 

electronic circuits. Errors caused for example by radiation 

become more common as technology scales. To ensure that 

those errors do not affect the circuit functionality a number 

of mitigation techniques can be used. Among them, Error 

Correction Codes (ECC) are commonly used to protect 

memories and registers in electronic circuits. Hamming 

code is one of such forward error correcting code which 

has got many applications. In this paper the algorithm for 

hamming code is discussed and then implementation of it in 

Verilog is done to get the results. Hamming code is an 

improvement over parity check method. Here a code is 

implemented in Verilog in which 7-bit of information data 

is transmitted with 4-redundancy bits and we discussed 

single error correction and double error Detection (SEC-

DED) code. In order to find the value of these redundancy 

bits a code is written in Verilog which will be simulated in 

Quartus 9 software. The result of simulation and test bench 

waveforms are also shown. 
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I. INTRODUCTION 

Due to the transient errors and radiation effects cause error in 

electronics devices have emerged as key reliability concerns. 

To improve system reliability, we need an automatic error 

detection and correction circuit. One such example is the data 

communicated from the microprocessor to peripheral 

memory devices. Error correction code (ECC) techniques 

have been used to enhance device reliability. Error coding is 

a method of detecting and correcting these errors to ensure 

information transferred intact from its source to its 
destination. Error coding is used for fault tolerant computing 

in computer memory, magnetic and optical data storage 

media, satellite and deep space communications, network 

communications, cellular telephone networks, and almost any 

other form of digital data communication. Error coding uses 

mathematical formulas to encode data bits at the source into 

longer bit words for transmission. The "code word" can then 

be decoded at the destination to retrieve the information. The 

extra bits in the code word provide redundancy that, 

according to the coding scheme used, will allow the 

destination to use the decoding process to determine if the 

environment introduced errors and in some cases correct 
them so that the data need not be retransmitted. To detect or 

correct errors, we need to send some extra bits with our data.  

Redundant bits are added by the sender and removed by the  

 

receiver. Their presence allows the receiver to detect or 

correct corrupted bits. And for error free transmission there 

are number of technologies. One of the technologies which is 

used for correcting forward error is the Hamming code 

technology. Richard W. Hamming developed this technology 

to detect and correct single bit errors in transmitted data. In 

hamming code error detection and correction technique to 

get error free data at destination, we encrypt information data 

according to even and odd parity method before transmission 

of information at source end. Hamming codes are a family of 
linear error correcting codes. Hamming codes can detect up 

to two and correct up to one bit errors. By contrast the simple 

parity code cannot correct errors, and can detect only odd 

number of errors. Hamming code are special in that they are 

perfect codes, Because of the simplicity of hamming codes, 

they are widely used in computer memory. In this context 

one often uses an extended hamming code with one extra 

parity bit. Extended hamming code achieve at most one bit 

error occurred and the situation in which two bit error 

occurred. In this sense, extended hamming codes are single 

error correcting and double-error detecting and often referred 

to as SEC-DED.[3][4] In this paper we have written Verilog 
code for finding error location and correct the bit which is 

corrupted. At the destination, we receive 7-bit of data with 4 

redundancy bits. This received data may be corrupted due to 

radiation. To remove this error data we find the address of 

the error bit then correct them. To find the location of error 

bit and correct them we write code in Verilog language. This 

paper is organized as follows: the concept of hamming code 

Performance and experimental results, conclusion and 

references. 

 

II. HAMMING CODE 
Hamming code are the linear block code which are invented 

by Richard.W. Hamming. They are an improvement over 

simple parity code method. The simple parity code cannot 

correct errors, and can only detect an odd number of errors. 

They are the type of binary codes. The idea of hamming 

distance is the central concept in coding the error Control. 

The hamming distance between the two words (of the same 

size) is the number of differences between the corresponding 

bits. The hamming distance can easily be found if we apply 

the Xor operation on the two words and count the number of 

1s in the result. The hamming distance is a value always 

greater than zero. If we find the hamming distance between 
any two words it will be the result of the Xoring of the two 

bits. Like the hamming distance between d (000,011) is 2 

because 000 xor 011 is 011 (two 1s) and the hamming 
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distance between d (10101, 11110) is 3 because 10101 xor 

11110 is 01011(three 1s). [3][7], if we calculate the number 

of redundancy bits for a 7 bit of information then it comes to 

be 4 redundancy bit. Redundancy bits are those extra bits 
which are required to detect and correct errors. The 

redundancy bits are added to the information bit at the 

transmitter and removed at the receiver. The receiver is able 

to detect the error and correct it because of the redundancy 

bits. Hamming codes are used as forward error correcting 

codes in the Bluetooth standard, and to protect data stored in 

semiconductor memories. Hamming codes are generally used 

in computing, telecommunication, and other applications 

including data compression, and turbo codes. They are also 

used for low cost and low power applications. 

The most common types of error-correcting codes used in 

Memory are based on the codes devised by R. W. Hamming. 
In the Hamming code,  

      k Number of “information” or “message” bits. 

      m Number of parity-check bits (“check bits,” for short). 

      n Code length, n = k + m. 

m parity bits are added to an k-bit data word, forming a new 

word of k+ m bits. The bit positions are numbered in 

sequence from 1 to k+m. Those positions numbered with 

powers of two are reserved for the parity bits. The remaining 

bits are the data bits. The code can be used with words of any 

length. Before giving the general characteristics of the 

Hamming code, we will illustrate its operation with a data 
word of seven bits. Consider, for example, the 7-bit data 

word 1100010. We include 4 parity bits with this word and 

arrange the 11.                                                        

 

Original data: 

𝐷7 𝐷6 𝐷5 𝐷4 𝐷3 𝐷2 𝐷1 

   1    1    0    0     0     1     0 

The 4 parity bits P1 through P8 are in positions 1, 2, 4, and 8, 

respectively. The 8 bits of the data word are in the remaining 

positions. 

Bit 
positio

n  

 
11 

 
10 

 
9 

 
8 

 
7 

 
6 

 
5 

 
4 

 
3 

 
2 

 
1 

Code 

word 
𝐷7 𝐷6 𝐷5 𝑃4 𝐷4 𝐷3 𝐷2 𝑃3  𝐷1 𝑃2  𝑃1  

 

Bit 

position  

 

11 

 

10 

 

9 

 

8 

 

7 

 

6 

 

5 

 

4 

 

3 

 

2 

 

1 

Code 

word 
𝐷7 
 

𝐷6 𝐷5 𝑃4 𝐷4 𝐷3 𝐷2 𝑃3  𝐷1 𝑃2  𝑃1  

Data 

bits 

1 1 0 𝑃4 0 0 1 𝑃3  0 𝑃2  𝑃1  

Each parity bit is calculated as follows: 

𝑃1= XOR of bits (3, 5, 7, 9, 11)  

𝑃2= XOR of bits (3, 6, 7, 10, 11)  

𝑃3= XOR of bits (5, 6, 7, 12)  

𝑃4=XOR of bits (9, 10, 11, 12) 

𝑃1= 0 ⊕ 1⊕ 0 ⊕0⊕ 1 = 0 

Bit 

position  

 

11 

 

10 

 

9 

 

8 

 

7 

 

6 

 

5 

 

4 

 

3 

 

2 

 

1 

Code 

word 

𝐷7 

 

𝐷6 𝐷5 𝑃4 𝐷4 𝐷3 𝐷2 𝑃3 𝐷1 𝑃2 𝑃1 

Data 

bits 

1 1 0 𝑃4 0 0 1 𝑃3 0 𝑃2 0 

 

𝑃2= 0 ⊕ 0⊕ 0⊕ 1 ⊕1 = 0 
Bit 

position  

 

11 

 

10 

 

9 

 

8 

 

7 

 

6 

 

5 

 

4 

 

3 

 

2 

 

1 

Code 

word 

𝐷7 

 

𝐷6 𝐷5 𝑃4 𝐷4 𝐷3 𝐷2 𝑃3 𝐷1 𝑃2 𝑃1 

Data 

bits 

1 1 0 𝑃4 0 0 1 𝑃3 0 0 0 

 

𝑃3= 1⊕0⊕0 = 1 
Bit 

position  

 

11 

 

10 

 

9 

 

8 

 

7 

 

6 

 

5 

 

4 

 

3 

 

2 

 

1 

Code 

word 

𝐷7 

 

𝐷6 𝐷5 𝑃4 𝐷4 𝐷3 𝐷2 𝑃3 𝐷1 𝑃2 𝑃1 

Data 

bits 

1 1 0 𝑃4 0 0 1 1 0 0 0 

 

𝑃4= 0⊕1⊕1 = 0 
Bit 

position  

 

11 

 

10 

 

9 

 

8 

 

7 

 

6 

 

5 

 

4 

 

3 

 

2 

 

1 

Code 

word 

𝐷7 

 

𝐷6 𝐷5 𝑃4 𝐷4 𝐷3 𝐷2 𝑃3 𝐷1 𝑃2 𝑃1 

Data 

bits 

1 1 0 0 0 0 1 1 0 0 0 

 

After adding the parity bit with the data bit now we have 
code word as11000011000. 

The 7-bit data word is written into the memory together with 

the 4 parity bits as a 11-bit composite word. Substituting the 

4 parity bits in their proper positions, we obtain the 11-bit 

composite word written into memory: 

 
Bit 

positi

on  

 

11 

 

10 

 

9 

 

8 

 

7 

 

6 

 

5 

 

4 

 

3 

 

2 

 

1 

Code 

word 

𝐷7 

 

𝐷6 𝐷5 𝑃4 𝐷4 𝐷3 𝐷2 𝑃3 𝐷1 𝑃2 𝑃1 

Data 

bits 

1 1 0 0 0 0 1 1 0 0 0 

When the 11 bits are retrieving from memory, bits are 

checked again for error detection. The Parity of the word is 

checked over the same groups of bits, including their parity 

bits.  
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Bit 

posit-

ion  

 

11 

 

10 

 

9 

 

8 

 

7 

 

6 

 

5 

 

4 

 

3 

 

2 

 

1 

Code 

word 
𝐷7 
 

𝐷6 𝐷5 𝑃4 𝐷4 𝐷3 𝐷2 𝑃3  𝐷1 𝑃2  𝑃1  

Data 

bits 

1 1 0 0 0 0 1 1 0 0 0 

The four check bits are evaluated as follows: 

𝑃1= XOR of bits (1, 3, 5, 7, 9, 11)  

𝑃2= XOR of bits (2, 3, 6, 7, 10, 11)  

𝑃3= XOR of bits (4, 5, 6, 7)  

𝑃4=XOR of bits (8, 9, 10, 11) 

𝑃1= 0 ⊕ 0 ⊕ 1 ⊕ 0 ⊕ 0 ⊕ 1 = 0 

𝑃2= 0 ⊕ 0 ⊕ 0 ⊕ 0 ⊕ 1 ⊕ 1 = 0 

𝑃3= 1 ⊕ 1⊕ 0⊕ 0 = 0 

𝑃4= 0 ⊕ 0 ⊕1 ⊕ 1 = 0 

 

We got syndrome value is all zero so there is no error in data, 

If the 11 bits are retrieving from memory, bits are checked 

again for error detection. The Parity of the word is checked 
over the same groups of bits, including their parity bits.  

Bit 

positio

n  

 

11 

 

10 

 

9 

 

8 

 

7 

 

6 

 

5 

 

4 

 

3 

 

2 

 

1 

Code 

word 
𝐷7 
 

𝐷6 𝐷5 𝑃4 𝐷4 𝐷3 𝐷2 𝑃3  𝐷1 𝑃2  𝑃1  

 

Data 

bits 

 

1 

 

1 

 

1 

 

0 

 

0 

 

0 

 

1 

 

1 

 

0 

 

0 

 

0 

𝑃1= 0 ⊕ 0 ⊕ 1 ⊕ 0 ⊕ 1 ⊕ 1 = 1 

𝑃2= 0 ⊕ 0 ⊕ 0 ⊕ 0 ⊕ 1 ⊕ 1 = 0 

𝑃3= 1 ⊕ 1 ⊕ 0 ⊕ 0 = 0 

𝑃4= 0 ⊕ 1 ⊕ 1 ⊕ 1 = 1 
In the this case, there is an error in 1001 bit position number 

9 because it changed from 0 to 1 ,to correct the error have to 

invert that bit then we will get corrected data. Now we will 

get, 

𝐷7 𝐷6 𝐷5 𝐷4 𝐷3 𝐷2 𝐷1 

        1    1    0    0     0     1     0 

 

III. SEC- DED Code 

The basic Hamming code can detect and correct an error in 

only a single bit. By adding another parity bit to the coded 

word, the Hamming code can be used to correct a single error 

and detect double errors. If we include this additional parity 

bit, the previous 11-bit coded word becomes 12 bit this 

method is called SEC- DED, where 𝑃5 is evaluated from the 
exclusive-OR of the other 11 bits. This produces the 12-bit 

word 011000011000 (even parity). 

        If C = 0 and 𝑃5= 0 No error occurred. 

        If C ≠ 0 and 𝑃5= 1 A single error occurred that can be      

        corrected. 

        If C≠ 0 and 𝑃5= 0 A double error occurred that is  

        detected but cannot be corrected. 

        If C = 0 and 𝑃5=1 an error occurred in the P13 bit. 
Bit position   1     2      3     4     5      6    7     8     9    10     11     12 

                    P1   P2     0    P3    1     0     0    P4   0     1       1     P5 

The five check bits are evaluated as follows: 

𝑃1= 0 ⊕ 1 ⊕ 0 ⊕ 0 ⊕ 1 = 0 

𝑃2= 0 ⊕ 0 ⊕ 0 ⊕ 1 ⊕1 = 0 

𝑃3= 1 ⊕ 0 ⊕ 0 = 1 

𝑃4= 0 ⊕ 1 ⊕1 = 0 

 𝑃5= 0⊕0⊕0⊕1⊕1⊕0⊕0⊕0⊕0⊕1⊕1 = 0 

The 7-bit data word is written into the memory together with 

the 5 parity bits as a 12-bit composite word. Substituting the 

4 parity bits in their proper positions, we obtain the 12-bit 

composite word written into memory: 
Bit position    1     2    3     4     5     6    7     8     9   10   11 12 

                       0     0    0     1    1     0    0     0      0     1     1   0 

When the 12 bits are read from memory, they are checked 

again for errors. The parity of the word is checked over the 

same groups of bits, including their parity bits. The five 

check bits are evaluated as follows: 

                 𝑃1= 0 ⊕0 ⊕ 1⊕ 0 ⊕0⊕ 1 = 0 

                 𝑃2= 0 ⊕0 ⊕ 0 ⊕ 0 ⊕ 1 ⊕ 1 = 0 

                𝑃3= 1 ⊕1⊕0⊕0 = 0 

                𝑃4= 0 ⊕0 ⊕1 ⊕1 = 0 

                𝑃5= 0⊕0⊕0⊕1⊕1⊕0⊕0⊕0⊕0⊕1⊕1⊕0 = 0  

Here we got syndrome value is all zero and 𝑃5also Zero there 

is no error in data, so we will get data as, 

   Bit position    1     2    3     4     5     6    7      

                          0     1     0     0     0     1    1      

The 7-bit data word is written into the memory together with 

the 5 parity bits as a 12-bit composite word. Substituting the 

4 parity bits in their proper positions, we obtain the 12-bit 

composite word written into memory: 
Bit position   1     2    3     4     5     6    7     8     9   10   11  12 

                      0     0     0     1    1     0     0     0    1     1     1    0 

When the 12 bits are read from memory, they are checked 

again for errors. The parity of the word is checked over the 

same groups of bits, including their parity bits. The five 

check bits are evaluated as follows: 

              𝑃1= 0 ⊕0 ⊕ 1⊕ 0 ⊕1⊕ 1 = 1 

              𝑃2= 0 ⊕ 0 ⊕ 0 ⊕ 0 ⊕ 1 ⊕ 1 = 0 

             𝑃3= 1 ⊕ 1⊕ 0 ⊕ 0 = 0 

             𝑃4= 0 ⊕1 ⊕ 1 ⊕ 1 = 1 

            𝑃5= 0⊕0⊕0⊕1⊕1⊕0⊕0⊕0⊕1⊕1⊕1⊕0 =  

In the this case, the syndrome value is 1001   so there is an 

error in 1001 bit position number 9 because it changed from 

0 to 1 ,and 𝑃5 is 1 so there is single error occurred in data, to 

correct the error have to invert that bit then we will get 

corrected data. Now we will get, 

The 7-bit data word is written into the memory together with    

the 5 parity bits as a 12-bit composite word. Substituting the 
4 parity bits in their proper positions, we obtain the 12-bit 

composite word written into memory: 

Bit position 1     2    3     4     5     6    7     8     9   10   11    12 

                     0     0     1     1    1     0     0     0    1     1    1     0 

When the 12 bits are read from memory, they are checked 

again for errors. The parity of the word is checked over the 

𝐷7 𝐷6 𝐷5 𝐷4 𝐷3 𝐷2 𝐷1 

   1    1    0    0     0     1     0 
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same groups of bits, including their parity bits. The five 

check bits are evaluated as follows: 

              𝑃1= 1 ⊕0 ⊕ 1⊕ 0 ⊕1⊕ 1 = 0 

              𝑃2= 1 ⊕ 0 ⊕ 0 ⊕ 0 ⊕ 1 ⊕ 1 = 1 

             𝑃3= 1 ⊕ 1⊕ 0 ⊕ 0 = 0 

             𝑃4= 0 ⊕1 ⊕ 1 ⊕ 1 = 1 

            𝑃5= 1⊕0⊕0⊕1⊕1⊕0⊕0⊕0⊕1⊕1⊕1⊕0 = 0 

In this case, the syndrome value is and 𝑃5 is 0 so there is 

double error occurred in data it can’t be corrected. 

 

IV. SIMULATION RESULT 

 
Figure 4.1 SEC encoder output 

 
The above figure shows that output data of SEC encoder, the 

input of the encoder is 1100010 after parity generation it will 

inserted into their corresponding positions finally output from 

the data is 11000011000. 

 
Figure 4.2 SEC decoder output 

 

The above figure shows that output data of SEC decoder, the 

input of the decoder is 11000011000 after parity checking 

output from the decoder is 1100010. 

 
Figure 4.3 SEC decoder output for single error correction 

 

The above figure shows that output data of SEC decoder, the 

input of the decoder is 11001011000 after parity checking 

output from the decoder is, even though input of the decoder 
is error our code have capable of correct an single error. 

 
Figure 4.4 SEC-DED encoder output 

The above figure shows that output data of SEC-DED 

encoder, the input of the encoder is 1100010 and 1010101 

after parity generation it will inserted into their 

corresponding positions finally output from the data is 

011000011000 and 110100101111 

 
Figure 4.5 SEC-DED decoder output 

The above figure shows that output data of SEC-DED 

decoder, the input of the decoder is 011001011000, 

010001011000 and 01010001100  after parity checking 

output from the decoder is, 1100010,1100010 and 1010011 

respectively even though input of the decoder is error our 

code have capable of only correct an single error. 
 

V. CONCLUSION 

Due to radiation effects cause error in electronics devices 

have emerged as key reliability concerns. To improve system 

reliability, we need automatic error detection and correction 

circuit, at opening level single parity bits were used for the 

detection of error in the information, than multiple bits were 

used. But the problem was the retransmission of information 

in case of any error occurrence in the data. Hamming 

introduced a coding technique for the error detection as well 

as correction of that error at the receiver side. In this project, 
we have designed Error detection and correction module for 

memories and all other IC’s in nuclear environment using 

hamming algorithm in Verilog code. A brief analysis has 

been made about the soft errors, by including an error and 

thereby detecting using our decoder unit in Quartus II 9.0. In 

future this work may be extended to make Error correction 

unit with low power conception and correct more number of 

error bits. 
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