
International Journal For Technological Research In Engineering 

Volume 2, Issue 10, June-2015                                                ISSN (Online): 2347 - 4718 

 
 

www.ijtre.com                        Copyright 2015.All rights reserved.                                                                          2283 
 

A REVIEW - BLACK HOLE ATTACK IN AODV BASED ON MANET 
 

Roma Ramesh Pandit
1
, Asst. Prof. Shaloo Kikan

2
 

1
M.Tech – ECE 

2
PDM College of Engineering 

 
 

Abstract: In recent years mobile ad hoc network has a great 

impact on wireless networks. In MANET, each node acts as 

a router to establish a route and transfer data by means of 

multiple hops. MANET are more vulnerable to security 

problem. When a node wants to transfer data to another 

node, packets are transferred through the intermediate 

nodes, thus, searching and establishing a route from a 

source node to a destination node is an important task in 

MANETs. Routing is an important component in MANET 

and it has several routing protocols. Ad hoc On-demand 

Distance Vector (AODV) is one of the most suitable routing 

protocol for the MANETs and it is more vulnerable to black 

hole attack by the malicious nodes. A malicious node that 

incorrectly sends the RREP (route reply) that it has a latest 

route with minimum hop count to destination and then it 

drops all the receiving packets. This is called as black hole 

attack. In the case of multiple malicious nodes that work 

together with cooperatively, the effect will be more. This 

type of attack is known as cooperative black hole attack. 

There are lots of efforts have been made to defend against 

black hole attack, but none of the solution looks most 

promising to defend against black hole attack. So in this 

paper, We have surveyed and compared the existing 

solutions to black hole attacks on AODV protocol. 
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I. INTRODUCTION 

A Mobile Ad Hoc Network (MANET) is a set of mobile 

nodes that perform basic networking functions like packet 

forwarding, routing, and service discovery without the need 

of an established infrastructure. All the nodes of an ad hoc 

network depend on each another in forwarding a packet from 

source to its destination, due to the limited transmission 

range of each mobile node’s wireless transmissions. There is 

no centralized administration in ad hoc network. It guarantees 

that the network will not stop functioning just because one of 

the mobile nodes moves out of the range of the others. As 
nodes wish, they should be able to enter and leave the 

network. Multiple intermediate hops are generally needed to 

reach other nodes, due to the limited range of the nodes. Each 

and every node in an ad hoc network must be keen to forward 

packets for other nodes. This way, every node performs role 

of both, a host and a router. The topology of ad hoc networks 

is dynamic and changes with time as nodes move, join or 

leave the ad hoc network. This unsteadiness of topology 

needs a routing protocol to run on each node to create and 

maintain routes among the nodes. Wireless ad-hoc networks 

can be used in special areas where a wired network 

infrastructure may be unsuitable due to reasons such as cost 
or convenience. It can be rapidly deployed to support  

 

emergency requirements, short-term needs, and coverage in 

undeveloped areas. So there is a plethora of applications for 

wireless ad-hoc networks.  
 

II. ROUTING PROTOCOLS 

In this paper, We are focusing on AODV Routing protocol 

which is Reactive protocol. AODV is one of the most 

common ad-hoc routing  protocols used for mobile ad-hoc 

networks. As its name indicates AODV is an on-demand 

routing protocol that discovers a route only when there is a 

demand from mobile nodes in the network. In an ad-hoc 

network that uses AODV as a routing protocol, a mobile 

node that wishes to communicate with other node first 

broadcasts an RREQ (Route Request) message to find a fresh 
route to a desired destination node. This process is called 

route discovery. Every neighboring node that receives RREQ 

broadcast first saves the path the RREQ was transmitted 

along to its routing table. It subsequently checks its routing 

table to see if it has a fresh enough route to the destination 

node provided in the RREQ message. The freshness of a 

route is indicated by a destination sequence number that is 

attached to it. If a node finds a fresh enough route, it unicasts 

an RREP(Route Reply) message back along the saved path 

to the source node or it re-broadcasts the RREQ message 

otherwise. The same process continues until an RREP 

message from the destination node or an intermediate node 
that has fresh route to the destination node is received by the 

source node. 

 

III. BLACKHOLE ATTACK 

In an ad-hoc network that uses the AODV protocol, a 

blackhole node pretends to have fresh enough routes to all 

destinations requested by all the nodes and absorbs the 

network traffic. When a source node broadcasts the RREQ 

message for any destination, the blackhole node immediately 

responds with an RREP message that includes the highest 

sequence number and this message is perceived as if it is 
coming from the destination or from a node which has a 

fresh enough route to the destination. The source node then 

starts to send out its data packets to the blackhole trusting 

that these packets will reach the destination. 

 
Fig.1 RREQ Broadcast 
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A malicious node sends RREP messages without checking its 

routing table for a fresh route to a destination. As shown in 

fig.1, source node 0 broadcasts an RREQ message to 

discover a route for sending packets to destination node 2. An 
RREQ broadcast from node 0 is received by neighboring 

nodes 1, 3 and 4. However, malicious node 4 sends an RREP 

message immediately without even having a route to 

destination node 2. An RREP message from a malicious node 

is the first to arrive at a source node. Hence, a source node 

updates its routing table for the new route to the particular 

destination node and discards any RREP message from other 

neighboring nodes even from an actual destination node. 

Once a source node saves a route,it starts sending buffered 

data packets to a malicious node hoping they will be 

forwarded to a destination node. A malicious node drops all 

data packets rather than forwarding them on. [2] 
 

IV. LITERATURE SURVEY 

In this section, we review five different method for the 

detection and prevention of blackhole attacks in AODV 

based mobile ad-hoc networks. 

 

A. DPRAODV (Detection,Prevention and Reactive AODV) 

scheme 

In this paper authors proposed have proposed the method 

DPRAODV[15] (A dynamic learning system against black 

hole attack in AODV based MANET) to prevent security of 
black hole by informing other nodes in the network. In 

normal AODV, the node that receives the RREP packet first 

checks the value of sequence number in its routing table. If 

its sequence number is higher than the one in routing table, 

this RREP packet is accepted. In this solution, it has an 

addition check whether the RREP sequence number is higher 

than the threshold value. If it is higher than the threshold 

value, then the node is considered to be malicious node and it 

adds to the black list. As the node detected as anomaly, it 

sends ALARM packet to its neighbors. The routing table for 

that malicious node is not updated, nor is the packet 
forwarded to another node. The threshold value is 

dynamically updated using the data collected in the time 

interval. The threshold value is the average of the difference 

of destination sequence number in each time slot between the 

sequence number in the routing table and the RREP packet. 

The main advantage of this protocol is that the source node 

announces the black hole to its neighbors in order to be 

ignored and eliminated [15]. 

Results: The packet delivery ratio is improved from 80 to 

85% than AODV under black hole and 60% when traffic load 

increases. 

Drawbacks: An overhead of updating threshold value at 
every time interval along with the generation of ALARM 

packet will considerably increase the routing overhead. This 

method is not support cooperative black hole nodes. 

 

B.ABM (Anti-Blackhole Mechanism) scheme 

This paper attempts to detect and separate malicious nodes, 

which selectively perform black hole attacks by deploying 

IDSs in MANETs (mobile ad hoc networks). All IDS nodes 

perform an ABM (Anti-Blackhole Mechanism), which 

estimates the suspicious value of a node, according to the 

amount of abnormal difference between RREQs and RREPs 

transmitted from the node. With the prerequisite that 
intermediate nodes are forbidden to reply to RREQs, if an 

intermediate node, which is not the destination and never 

broadcasts a RREQ for a specific route, forwards a RREP for 

the route, then its suspicious value will be increased by 1 in 

the nearby IDS’s SN (suspicious node) table. When the 

suspicious value of a node exceeds a threshold, a Block 

message is broadcasted by the detected IDS to all nodes on 

the network in order to cooperatively isolate the suspicious 

node.[9] 

Drawbacks:  IDS nodes are specially located within each 

others transmission range, which is not always feasible in 

normal case. special security mechanism needed to safe 
communication between special IDS nodes. 

role of special IDS nodes became very confusing. 

 

C. Honeypot based detection scheme 

Athors propose a novel strategy by employing mobile 

honeypot agents that utilize their topological knowledge and 

detect such spurious route advertisements. They are deployed 

as roaming software agents that tour the network and lure 

attackers by sending route request advertisements. We 

collect valuable information on attacker’s strategy from the 

intrusion logs gathered at a given honeypot[9] 
Drawbacks: proposed algorithm is for WMN not for 

MANET. as it is proactive mechanism, it will generate lots 

of traffic. honey pot has lack of centralized authority control. 

 

D. ERDA (Enhance Route Discovery for AODV)       scheme 

Have designed an ERDA solution to improve AODV 

protocol with minimum modification to the existing route 

discovery mechanism recvReply() function. a method called 

ERDA (Enhance Route Discovery for AODV). The proposed 

method is able to mitigate the a foresaid problem by 

introducing new conditions in the routing table update 
process and also by adding simple maliciousnode detection 

and isolation process to the AODV route discovery 

mechanism. The proposed method does not introduce any 

additional control message and moreover, it does not change 

the existing protocol scheme. There are three new elements 

introduced in modified recvReply() function namely: table 

rrep_table to store incoming RREP packet parameter 

mali_list to keep the detected malicious nodes identity and 

parameter rt_upd to control the process of updating the 

routing table. When RREQ packet is sent out by the source 

node S to find a fresh route to the destination node D. RREP 

packet received by node S will be captured into rrep_tab 
table. Since the malicious node M is the first node to 

response, the routing table of node S is updatedwith RREP 

information from node M Since the value of parameter 

rt_upd is true, node Saccepts the next RREPpacket from 

other node to update the routing table although it arrives later 

and with a lower destination sequence number than the one 

in the routing table. The current route entry in routing table 

will be overwritten by the later RREP coming from other 
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node. ERDA method offers a simple solution by eliminating 

the false route entry and replaced the entry with later 

RREP.[7]  

Drawbacks: It cannot detect cooperative black hole attack. 
 

E. cryptographic based technique 

This paper focuse that many investigations have been done in 

order to improve the security in MANETs, most of which are 

relied on cryptographic based techniques in order to 

guarantee some properties such as data integrity and 

availability. These techniques cannot prevent a malicious 

node from dropping packets supposed to be relayed, There 

are basically three defense lines devised here to protect 

MANETs against the packet dropping attack. The first 

defense line (for prevention purposes) aims to forbid the 

malicious nodes from participating in packet Forwarding 
function. Whenever the malicious node exceeds this barrier, a 

second defense line (for incentive purposes) is launched, 

which seeks to stimulate the cooperation among the router 

nodes via an economic model. Finally, once the two previous 

defense lines have been broken, a third on (for 

detection/reaction purposes) is launched aiming to reveal the 

identity of the malicious node and excludes it from the 

network.[8] 

Drawbacks:Most of the proposed solutions are built on a 

number of assumptions which are either hard to realize in a 

hostile and energy constrained environment like MANETs or 
not always available due to the network deployment 

constraints. Moreover, these solutions are generally unable to 

launch a global response system whenever a malicious node 

is identified. In contrast, they either punish the malicious 

node locally without informing the rest of the network or 

divulge its identity to the network through costly 

cryptographic computations. Moreover, even though the 

malicious node is punished in a part of the network it can 

move to another part and continues causing damage to the 

network until it is detected again. 

 
V. CONCLUSION 

Blackhole attack is a main security threat.Its detection is the 

main matter of concern. Many researchers have conducted 

many techniques to propose different types of prevention 

mechanisms for blackhole problem. There are different 

security mechanisums are introduced to prevent blackhole 

attack. 
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