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Abstract: To maintain security and privacy, digital video 

needs to be processed in encrypted format. The data should 

be concealed in the encrypted videos for the purpose of 

content notation and also for the tampering detection. By 

following this data hiding in encrypted domain preserves 

the confidentiality of the content without decryption. The 

three major parts of a novels scheme of concealing the data 

in the H.264/AVC video in its encrypted form are 

encryption of H.264/AVC video, embedding and extraction 

of data. The H.264/AVC codec properties should be 

analyzed by encryption with stream ciphers, the code words 

of motion vector differences, residual coefficients and 

intraprediction modes. The technique of substitution of 

codeword can be used for embedding additional data in the 

encrypted domain without knowing the content of original 

video. Data extraction can be done in encrypted domain or 

decrypted domain for adapting to different application 

scenarios. Furthermore even after the completion of 

encryption and data embedding the video file size can be 

strictly preserved. The feasibility and efficiency of proposed 

scheme can be demonstrated by experimental results. 

Keywords: Data hiding, encrypted domain, H.264/AVC, 

codeword substituting. 

 

I. INTRODUCTION 

The major technology trend, now a day’s which can provide 

highly efficient computation and storage solution for video 

data in large scale is cloud computing. These cloud devices 

are vulnerable to untrustworthy system administrators. The 

main aim is to access the video content in encryption form. 

The leakage of video content can be avoided by concealing 
the data directly in encrypted H.264/AVC video streams, 

which is helpful in addressing privacy concern and security 

with cloud computing. The embedding of some additional 

information in to cloud server like video notation or 

authentication data into an H.264/AVC video of encrypted 

version by using data hiding technique is possible. By using 

this hidden information the video can be managed by server 

and also verify its integrity without knowing original content, 

so that the protection of security and privacy can be done. 

The data concealing technology can also be applied for other 

applications like medical videos, surveillance videos which 

can be encrypted for the protection and privacy of people, by 
embedding the personal information in to corresponding 

encrypted videos for providing the capabilities of data 

management in encrypted domain. The following are the 

successful data concealing schemes in the encrypted domain. 

The watermarking scheme using paillier crypto system in the 

encrypted domain is proposed based on requirements for 

security of watermarking protocols of buyer-seller. The 

Walsh Hadward transforms based image watermarking  

 

algorithm using paillier cryptosystem is also presented in the 

encrypted domain.  But due to some restrictions of the 

paillier crypto system, the original image leads to high 

overhead in storage and computation .It is also observed that 

several investigations on reversible data concealing in 

encrypted images are reported. The encryption can be done 

by using bit-XOR operation. In the above methods however 

the host image is not in an compressed format. So to embed 

watermarking in to compress and JPEG2000 images in 
encrypted form, a robust water marking algorithm is 

developed. The data concealing in encrypted H.264/AVC 

videos will become more popular in the near future as the 

demands for providing the security for video data and 

privacy protection is increased, but due to the restrictions of 

the underlying encryption, the transplanting of existing 

algorithms of data hiding in encrypted domain is very 

difficult and sometimes  impossible. Except a few joint data 

concealing and encryption approaches which is focused on 

video the implementation of data concealing in encrypted 

H.264/AVC video streams has not been reported. During 
H.264/AVC compression the motion vector difference, 

Intraprediction modes and DCT coefficients signs are 

encrypted while the amplitudes of DCT coefficients are 

watermarked adaptively. This illustrates the above 

justification. Because of these reasons it is highly necessary 

to develop the algorithms for data hiding which works 

entirely on encoded bit stream in the encrypted domain. The 

following challenges must be achieved for concealing the 

data in compressed and encrypted bit stream directly.  

 The very first difficult task is to determine how and 

where the bit stream modification can be done so 
that the encrypted bit stream with concealed data is 

still a compliant compressed bit stream. 

 The second challenge is to make sure that decrypted 

videos which contain the concealed data can still 

appear to be of high visual fidelity. 

 The third difficult task is to retain the file size after 

the encryption and data concealing which remains 

the minimum impact on the compression gain. 

 The fourth challenge is to extract the concealed data 

either from encrypted or decrypted video stream 

which is applicable for practical applications. 
Based on the analysis made above a novel scheme can be 

developed for embedding the secret data in compressed and 

encrypted H.264/AVC bit stream directly. The property of 

H.264/AVC codec should be analyzed in the beginning so 

that, the code words of motion vector difference (MVDs) , 

Intraprediction modes (IPMs) and residual coefficients can 

be encrypted with stream cipher. In order to keep the 

codeword length unchanged the encryption algorithm is 

combined with context adaptive variable length coding 
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(CAVLC) and EXP-Golomb entropy coding. After this data 

concealing in the encrypted domain is performed which is 

based on a novel codeword substitution scheme? With 

reference to the existing technologies which are discussed 
above, the proposed scheme can achieve wonderful 

performance in the below mentioned three different 

prospects, Data concealing is directly carried in encrypted 

H.264/AVC video bit stream, the scheme can provide the 

strict preservation of size of the file and format compliance, 

the scheme can be applied for two application scenarios like 

extraction of the concealed data from the encrypted or 

decrypted video streams. 

 

II. PREVIOUS WORK 

In “The encryption of images by room reserving in images by 

Reversible data concealing” method the owner uses the 
standard cipher with encryption key for encrypting the 

original image, the vacation of room after encryption can be 

done by certain techniques. Fridich et al develops a 

framework for RDH method for room vacating in encrypted 

image. This can be done by the extraction of compressible 

features of original image and then compressing them 

without loss. By doing this the space for embedding data can 

be created.  In another method which is based on difference 

expansion for room vacating in encrypted image where the 

each pixel group difference is expanded. Another method is 

Histogram shift[HS] for vacating of room in the encrypted 
image in the shifting of bins of histogram of gray values is 

done for saving the space for embedding of data. This space 

can be used for embedding. The above methods are used for 

space vacating for embedding data from encrypted image is 

created after vacating room, then the content owner encrypts 

the original image with a encryption key in standard cipher. 

According to data concealing key some room is vacated and 

data base manager, data hider can embed some data in to the 

encrypted image. Then the third party who is authorized or 

content owner can able to extract the data which is embedded 

from the image by using data hiding key. The disadvantages 
of above technique is that it can achieve only a small 

payloads or generate marked image with poor quality 

because of maximize of the entropy of encrypted images. 

And also all of them are subjected to error rates on extraction 

of image to restoration for large Payload. Even though the 

errors can be eliminated by correcting codes the consumption 

pure payloads will be more. [1] In the already existing 

technologies the encryption and data embedding 

implementation is simultaneous during H.264/AVC 

compression process, but to satisfy the application 

requirements the performance of data hiding directly in 

encrypted domain is necessary and also the approaches will 
not operate on compress bit streams which means that the 

encryption and watermark embedding are accomplished in 

encoding process while decryption and watermark detection 

are completed in decoding process. The real time 

implementation is hampered since the compression or 

decompression cycle is time consuming. Also the encryption 

and watermark embedding will leads to increase bit rate of 

H.264/AVC bitstreams. Therefore it necessitates the 

development of data concealing algorithm which works 

entirely on encoded bitstream in the encrypted domain. 

Therefore, “the scalable video coding (SVC) method for 

encryption and watermarking in H.264” method is proposed 
which provide the access right and also video content 

authentication simultaneously. The IPMs of 4X4 luminance 

block the motion vector difference and texture sign bits are 

encrypted while intraprediction mode is used for 

watermarking. But the watermark bitstream is not format 

compliant fully as a result a standard decoder will crash 

because it cannot parse a watermark bit stream [2]. 

“Selective encryption of CAVLC and CABAC for I and P 

frames for H.264/AVC fast protection” method presents a 

novel scheme for the protection of bit streams of the video 

codec H.264/AVC. In entropy coding modules the selective 

encryption problem is addressed along with the compression. 
The two types of entropy coding modules is supported by 

H.264/AVC. The baseline profile of   H.264/AVC is 

supported by context adaptive variable length coding 

(CAVLC) and the main profile of H.264/AVC is supported 

by context adaptive binary arithmetic coding (CABAC). In 

both types of entropy coding module of this video codec the 

selective encryption is performed. Because of this video 

codec the encryption step is simultaneously carried out with 

entropy coding CAVLC or CABAC. The selective 

encryption can be done by utilizing the advanced encryption 

standard algorithm with the feedback of cipher on a subset of 
binstrings. For CACLC type of entropy coding module the 

selective encryption will be performed on equal length code 

words from the table of specific variable length coding. In 

the case of CABAC, the selective encryption is done on 

equal length bin strings. “Buyer-Seller watermarking 

protocol using effective watermarking scheme in encrypted 

domain” using paillier cryptosystem is proposed based on 

security requirements of buyer-seller watermarking protocols 

[3]. The entropy coding module can be utilized for 

encryption cipher so that the efficiency of H.264/AVC is not 

lost. Because of absence of escalation in bit rate this 
encryption algorithm is most applicable for multimedia 

streaming. For this proposed algorithm nine different video 

sequences which contains different combinations of motion, 

objects and texture one used for experimental evaluation [4]. 

In “ Application of homomorphic encrypted domain in image 

watermarking by Walsh-Hadaward transform” method the 

encryption is performed by using bit-XOR operation due to 

the restriction in the paillier cryptosystem the original image 

encryption results in high overhead in computation and 

storage. The host image is in an uncompressed format in this 

method [5]. 

 
III. PROPOSED ALGORITHM 

 The H.264/AVC Video Stream Encryption 

The encryption of video requires the scheme which is time 

efficient in order to reach the requirements of real time and 

formal compliance. The major restrictions for video 

encryption using traditional ciphers are format compliance 

and cost of computation. The major thing in encryption of 

video is to select the data to encrypt which is very sensitive. 
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During the encoding of H.264/AVC the encryption of both 

spatial information and motion information is requires. The 

three major sensitive parts for encryption with stream ciphers 

includes IntraPrediction Modes [IPM], Motion Vector 
Difference [MVD], and residual coefficients. The encryption 

algorithm is actually performed during H.264/AVC 

compressed domain and not during encoding of H.264/AVC. 

In compressed domain the bitstreams will be directly 

modified. But the H.264/AVC compressed domain is already 

presented in CAVLC and CABAC. In this section the 

encryption of code words of IPMs, MVDs and residual 

coefficients which is discussed below. 

 

Encryption Using IntraPrediction Mode [IPM] 

The major four types of intracoding that are supported for 

H.264/AVC standard denoted as Intra_4X4, Intra_16X16and 
Intra_croma. In this method for encryption the intra_4X4 and 

intra_16X16 blocks are selected. The Intra_16X16 block 

consists of four intraprediction modes and intraprediction 

module for this block is specified in macroblock 

type(mb_type) field which mainly indicates the other 

parameters about the block, mainly Coded Block Pattern 

(CBP). The table 1 shows the list of mb_type values along 

with their actual meanings. The EXP-Golomb code is 

encoded in mb_type of baseline profile of H.264/AVC.the 

encrypted bitstream should be maintained in standard 

compliancy the codeword of intraprediction mode is 
encrypted without modifying the CBP. Inorder to keep the 

length of codeword unchanged the same size should be 

maintained for encrypted codeword as original one. The 

bitwise XOR operation may be used as encryption scheme in 

which a three bits fixed length code is encrypted with a 

pseudo random order generated with a pseudorandom order 

generated through standard cipher. 

 

Encryption Using Motion Vector Difference [MVD] 

In addition to the encryption of IPMs the motion vector also 

be encrypted to protect both texture and motion information. 
The prediction of motion vector is performed further on 

motion vector in H.264/AVC which yields MVD. In the 

baseline profile of H.264/AVC to encode MVD the 

EXP_Golomb entropy coding is used. The table 2 shows the 

motion vector difference (MVDs) values and corresponding 

codeword of EXP_Golomb , the bitwise XOR operation is 

applied to a lost bit of codeword for encrypting with standard 

stream cipher. 

 

Residual Data Encryption 

The another type of sensitive data that is the residual data in 

both I and P frames should be encrypted to keep high 
security. The CAVLC entropy coding is used to encode the 

coefficients of a residual block in H.264/AVC baseline 

profile. The below table shows the levels with different suffix 

length and corresponding codewords. By applying the 

bitwise XOR operation with standard cipher the encryption 

of last bit of codeword is done. 

 

 

Table 1: Macroblock Types for I Slice and Variable Length 

of Code word in H.264/AVC 

 
 

Table 2: MVDs and Corresponding EXP-Golomb 
Codewords 

 
 

Table 3: Levels and Corresponding Codewords 
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Data Embedding  

In order to embed the data in to bitstreams of H.264/AVC 

directly the few methods are proposed. But these methods are 

not possible to implement in encrypted domain in order to 
accomplish the data encryption in bitstreams of H.264/AVC 

the proposed data embedding includes the substitution of 

eligible codewords of different levels which shown in Table 

3. The data concealing should not affect th levels of sign 

since it is encrypted. 

The following three limitations should be satisfied by the 

codeword substitution 

 After the substitution of codeword the bitstreams 

must remain syntax compliance for decoding it by 

standard decoder. 

 The size of the codeword that is substituted should 
be similar to original one so that the bit rate should 

not be changed. 

 The impact of visual degradation should be 

minimum which is caused by data concealing. 

The level value substituted corresponding to the codeword 

should be kept close to the level value corresponding to 

original codeword. Along with this the codeword of levels 

with P-frames are used for data concealing and codewords of 

levels in I-frames remains as it is. For the value of different 

length 0 and 1 the pair of code words with same size cannot 

be found. For codewords of levels with 2 and 3 different 

length should be divided in to two code spaces which is 
denoted by C0 and C1 which  is  shown in below figure. 

 
Figure 1: Codeword Mapping 

Algorithm 

Data concealing is directly performed in encrypted bitstream 

through the following steps.  

STEP 1: for increasing the security, the data is encrypted in 

binary form to generate the embedded sequence. It is not 

possible to recover additional data if data concealing key is 

lost. 

STEP 2: By parsing the bitstream of encrypted H.264/AVC 

the codewords of levels are obtained. 

STEP 3: the data should be embedded by codeword 

substitution only if current codewords belongs to C0 or C1 
code spaces. 

STEP 4: by selecting the upcoming codeword the above step 

is repeated for data concealing. The process is stopped if 

there are no data bits found. 

Data Extraction 

The data that is concealed can be extracted either in 

encrypted or decrypted domain. 

The extraction in encrypted domain  

The extraction of data in this domain generates the feasibility 

and the encrypted video with data hiding it can be sent 
directly in to the module of data extraction. The processes of 

extraction are as given below 

Algorithm 

STEP 1: By parsing the encrypted bitstream the 

identification of codewords of levels is done. 

STEP 2: The extracted data bit is 0 and 1 respectively if the 

codeword belongs to codespaces C0 and C1. 

STEP 3: To get the original additional information the 

extracted bit sequence should be decrypted, since it is carried 

out in encrypted domain avoids leakage of content of 

original video. 

Decrypted domain extraction 
In this method the video is decrypted first and then the 

concealed data is extracted. In few instances the user 

receives the encrypted video with the hidden data attached to 

it. This video is decrypted by using the encryption keys, but 

these decrypted video still includes the concealed data which 

traces the source of the data. 

The decryption process is carried out as follows 

Algorithm 

STEP 1: The encryption streams are generated with keys in 

encryption process. 

STEP 2: The intraprediction modes and motion vector 
differences codewords are identified by encrypted bit stream 

parsing. 

STEP 3: Due to the symmetry of XOR operation both 

encryption and decryption process are identical. By 

performing XOR operation the codewords that are extracted 

can be decrypted with generated encryption streams. It 

renders original plain text by cancelling two XOR operation 

each other. 

STEP 4: The encryption of last bit change the sign of level 

with reference to table 3. But the encrypted and original 

codewords are in same codespace as shown in figure1. The 
extracted data bit is 0 if the decrypted codeword of level 

belongs to codespace C0 and if it belongs to codespace C1 

then the extracted data bit is 1. 

STEP 5: The extracted bit sequence has to be decrypted to 

get original information. 

 

IV. RESULTS 

 
Figure 2: Original video frame. 
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Figure 3: Encrypted video frame. 

 
Figure 4: Encrypted video frame with hidden data. 

 
Figure5: Decrypted video frame with hidden data. 

 
V. CONCLUSION 

For privacy and preservation requirements of the cloud data 

management, one of the major developments is the hiding of 

data in the encrypted media. For embedding the data in 

encrypted H.264/AVC bitstream using an algorithm mainly 

consists of three phases which are encryption of video, data 

embedding, and data extraction. The bit-rate can be preserved 

by algorithm exactly even after the encryption and 

embedding of data, and the implementation is also simple. 

Since it is directly carried out in the compressed and 

encrypted domain. The additional data can be embedded by 

data hider in to encrypted bitstream using the substitution of 

codeword, without any knowledge of the content of the 

original video. The content confidentiality can be greatly 

preserved since the hiding of data is completed fully in the 

encrypted domain. The extraction of data can be carried out 
both in encrypted and decrypted domain from an encrypted 

video which contain the concealed data which provides two 

different practical applications. The another advantage is the 

full compliance with the syntax of H.264/AVC. The results 

obtained experimentally reveals that the file size can be 

preserved by the proposed encryption and data embedding 

scheme. Very small degradation in video quality is caused by 

data concealing. 

 

VI. FUTURE WORK 

At present the algorithm is used only to embed additional 

data in H.264/AVC encrypted video. The future 
enhancement is to implement this algorithm to different 

video formats. So it creates common algorithm for all 

different video formats. 
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