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Abstract: In recent decades, digital images have been used 

in a growing number of applications such as medical, 

insurance, military and forensic analysis etc. With 

increasing popularity and the availability of low-cost image 

editing software such as Adobe Photoshop, GIMP (GNU 

Image Manipulation Program), paint etc. So the integrityof 

digital image content can no longer be taken for granted. 

There are various type of image tempering techniques but 

copy-move tempering is dangerous than other technique. In 

this some part of image is copy then it is pasted on same 

image, it cause change visual contents of image.  Thispaper 

introduces a new methodology for the forensic analysis of 

digital image tempering. In this, we propose detection 

method based on SIFT (Scale Invariant Features 

Transform).In this we use RANSAC (Random Sample 

Consensus) algorithm which accurately detect tempered 

region and its location. This method is robust and less time 

required to detect tempering in digital images than other 

method. 

Index Terms: Image forensic analysis, Tempering 

detection, copy-move tempering, duplication region 

detection. 

 

I. INTRODUCTION 

Images are one of the natural source of information. 

Currently they are the most common and convenient way for 
expressing and transmitting information. Information 

expressed in thousands of words can be easily expressed by a 

digital image. The human being visual system has a high 

ability in deriving pictorial information from digital images. 

Nowadays, digital images play a very important role in our 

community, in a wide variety of applications [1, 2]. 

Unfortunately, this high popularity of digital images, there 

are several image editing and manipulating computer 

software that are low-cost, user friendly and powerful such as 

Adobe Photoshop, GNU Image Manipulation Program 

(GIMP) and Freehand, make it easy to edit digital images and 
change contents of whole image. Due to this forensic-related 

questions    arise such as, images are manipulated or not?It is 

captured using digital camera or other device. Answers of 

this question given by forensic analysis of digital image, the 

need exists to verify the authenticity of a digital image 

because of our increased reliance on digital media [3]. The 

forensic analysis of digital images provides helpful 

information to law enforcement, security, intelligence 

agencies, media and news. 

There are mainly three type of image tempering techniques. 

 Enhancing Tempering 

 Compositing Tempering 

 Copy-Move Tempering  

 

In the Enhancing tempering (Fig-1), color of the images are 

changed, weather conditions are changed or images become 

blur/smooth than original images. This type of tempering 
can’t affect the information of the original images.  

 
Fig-1 Enhancing Tempering 

 

In Compositing tempering (Fig-2), two or more images are 

used to make the new tempered image. It change the whole 

content of the image. In Copy-Move tempering(Fig-3),   

technique some parts of the image are copied than pasted 

into same image then some post processing steps are apply to 

tempered image[5,6]. It is difficult to identify which parts of 

image are copy and where it is pasted. It is difficult to 

identify this type of tempering. 

 
Fig-2 Compositing Tempering 
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Fig-3(a) Copy-Move Tempering (Original image) 

 
Fig-3 (b)Copy-Move Tempering (Tempered image) 

 

Tempering detection methods 

 Active method 

 Passive method 

In Active method, some information are added in the original 

images. When unauthorized person can change the content of 

image by applying any post processing techniques, it is 
identify by the comparing tempered image with original 

image and we can detect the tempering. In this method 

watermarking and digital signature are used to detect 

tempering.it use algorithm or key to add the information in 

the original image. Some camera available in market which 

automatically add the algorithm or key into image to 

authenticate the images. But this method is not robust 

because it require knowledge of image source like digital 

camera. In passive method, this method sometime known as 

blind method to detect image tempering. This method take 

advantage of processing steps like acquisition and storage of 
digital images. This trace can be treated as the 

watermarking/digital signature of digital images. This 

technique not required any prior knowledge of original 

image/camera sources. When we applying post processing 

step to original images its cause change the image 

characteristic and it is key to detect tempering in digital 

images. Passive method can be categorized by statistical 

method, this method depend on the pixel value of the images, 

and it required more images to estimate the internal traces 

and another method based on visualization. But this method 

is fail because of some tie user can’t identify the tempering in 

digital image because of availability of post processing tool 
such as Adobe Photoshop. So statistical method is robust 

than the visualization method [7, 8, 9]. The rest of the paper 

is structured as follows: Section II presents related works 

regarding copy–move forgery detection Moreover, the 

contribution and the novelty of our approach respect to the 
state-of-the-art is discussed. Section III presents the proposed 

method, Section IV present datasets, whileexperimental 

results on forgery detection and comparison in Section V. 

Conclusions are finally drawn in Section VI. 

 

II. RELATED PRIOR WORK 

Recently, there has been growing research on passive 

forensic methods devoted to the security and protection of 

multimedia information. Each technique targets addressing 

different aspects related to verifying the authenticity of 

digital data. This introduces the techniques and methods 

currently available in the area of digital image tempering 
detection. A survey of the current research is presented as 

well as an analysis of the current techniques and methods 

available to detect image tampering. This area of research is 

relatively new and only a few sources exist that directly 

related to the detection of image forgeries, therefore 

techniques are presented that apply to general digital image 

processing, but show promise in the detection of digital 

forgeries. In this paper [8], author suggest method based on 

the properties of Fourier-Mellin Transform (FMT), which are 

translation, scaling and rotation invariant. The M×N 

questioned image is divided into (M-b+1) × (N-b+1) blocks 
each of size b×b. Fourier transform is applied to each block 

individually. It is stated that the FMT features of any block 

i(x, y) are similar to those features of the translated, scaled 

and slightly rotated version of the same block. 

Countingbloom filters is used instead of lexicographically 

sorting to improve the efficiency of detection step. 

According to the author this method is robust to scaling, 

rotation up to 10˚ and JPEG compression up to a quality 

factor of 20 with lexicographically sorting and a quality 

factor of 70 with counting bloom filters. The proposed 

method in this paper [9], based on the Principal Component 
Analysis (PCA). According this method, the tampered colour 

image must be converted to the grayscale version firstly. 

Then the grayscale version of the tampered image of size ( 

√N × √N) is divided into (√N × √b+ 1)2 overlapping blocks 

of size (√b × √b). PCA is extracted and used to represent 

those blocks as row vectors stored in a matrix A. In order to 

reduce the dimensionality of the representation, truncating is 

used on the matrix rows. Additionally, the components in 

vectors are quantized by a specific factor Q. The authors 

stated that this method had been tested on tampered images 

with post processing operations such as JPEG compression 

and noise addition and the accuracy of this method was very 
good except for small block sizes and low JPEG qualities. 

It's also stated that the method will be extended to work with 

RGB colour images. The proposed method in this paper [10] 

based on block by block matching principle. In this paper 

Discrete wavelet transform is used to detect the Image 

forgery. It use the colour images instead of gray scale image. 

First DWT apply on colourimage than only approximate co-

efficient taken for next processing. At this step image is 
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divided into overlapping blocks. To reduce the computational 

complexity candidate block matching technique is used 

which contain high value of correlation co-efficient value. It 

called non overlapping block. Bycomparing this block we 
can find forgery in the digital image. In this paper [11], 

author proposed algorithm base on Discrete Wavelet 

Transform and Principal Component Analysis-Eigen Value 

Decomposition. In this we take M×N gray scale Image, if we 

take colour Image we work on three separate channel. Then 

DWT apply on the image ,it resolve Image into four sub band 

like vertical, horizontal ,diagonal and low frequency band. In 

this paper author use the low frequency band instead of other 

band. It’s stated that the accuracy of this method is 100% in 

case of unmodified duplicated regions, but with JPEG 

compression and noise addition the accuracy degraded to 

nearly 72.6% in average. Experimental results indicate that 
the dimension of the features is reduced compared with the 

existing related algorithms, at the same time, the accuracy of 

detection is good. In this paper [12], author proposed a 

tampering detection method, using stationary distribution of 

Markov chain (MC) and extract low dimensional feature 

vector from its stationary distribution for tampering 

detection. The edge image then modelled as a finite-state 

Markov chain to capture its inter pixel dependencies and then 

characterized using one-step Transition Probability Matrix 

(TPM). SVM is used finally for evaluation. The method had 

been tested on CASIA TIDE V2.0. Highest accuracy of 
94.9% and 94.7% was got with Cr and Cb Chroma 

components respectively. In this paper [13], author suggested 

technique to detect the Image forgery using detecting a 

lighting direction. Any photograph is combination of the light 

and object. In Image highlights and shadow depend on the 

lighting direction. The 3-dimensional graph allows the 

lighting direction to detect the height information of the 

object. This propose algorithm detect 95% of Image forgery. 

In this paper [14], author proposed that average sharpness 

/blurriness value of image are used to detect Image forgery 

and this value of the forged region is different compare to 
non-tampered part of Image. From the literature survey, it is 

evident that in this domain of forensic image tempering 

detection, most of the research done is in scaling, rotation, 

geometric transformation and multiple forgery detection. 

With all these sophisticated tampering techniques, it becomes 

impossible to detect image tampering by the naked eyes. 

 

III. PROPOSED METHOD 

 
Fig-4 Proposed Algorithm 

In this paper, method based on SIFT and RANSAC 

algorithm. SIFT is an algorithm in computer vision to detect 

and describe local features in images. For any object in an 

image, interesting points on the object can be extracted to 
provide a "feature description" of the object SIFT key points 

of objects are first extracted from a set of reference images 

and stored in a database. Individually comparing each feature 

from the new image to this database and finding candidate 

matching features based on Euclidean distance of their 

feature vectors. From the full set of matches, subsets of key 

points that agree on the object and its location, scale, and 

orientation in the new image are identified to filter out good 

matches. The best candidate match for each key point is 

identifying its nearest neighbour in the database of key 

points from training images. The nearest neighbours are 

defined as the key points with minimum Euclidean distance 
from the given descriptor vector. The probability that a 

match is correct can be determined by taking the ratio of 

distance from the closest neighbour to the distance of the 

second closest. Now we want to compute a descriptor vector 

for each key point. RANSAC is an iterative method to 

estimate parameters of a mathematical model from a set of 

observed data which contains outliers They used RANSAC 

to solve the Location Determination Problem (LDP) Inliers:-

Data whose distribution can be explained by some set of 

model parameters Outliers:-Data that do not fit the model. 

TheRANSAC algorithm is essentially composed of two steps 
that are iteratively repeated: 

 A sample subset containing minimal data items is 

randomly selected from the input dataset. A fitting 

model and the corresponding model parameters are 

computed using only the elements of this sample 

subset. 

 Algorithm check which elements of entire dataset 

are consistent. The set of inliers obtained for the 

fitting model is called consensus set. A data element 

will be considered as an outlier if it does not fit the 

fitting model. The RANSAC algorithm will 
iteratively repeat the above two steps until the 

obtained consensus set in certain iteration has 

enough inliers. 
 

IV. DATASETS 

 MICC-F220: This dataset is composed by 220 

images; 110 are tampered and 110 originals. 

 MICC-F2000: This dataset is composed by 2000 

images; 700 are tampered and 1300 originals. 

 MICC-F8multi: 8 tampered images with realistic 

multiple cloning. 

 MICC-F600: This dataset is composed by 600 

images, 160 are tampered images and 440 are 

originals. 

 
V. COMPARISON 

A. JPEG Block matching Technique 
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Fig-5 JPEG block matching technique 

 
B. Histogram Technique 

 
Fig-6 Histogram Technique 

 

C. Proposed Technique 

 

 
Fig-7 Proposed method 

 

VI. CONCLUSION 

A novel methodology to support image forensics 

investigation based on SIFT features has been proposed. 

From the given tempered digital image our proposed 

algorithm detect the tempered region accurately. In 

particular, integration with other forensics techniques applied 

locally onto flat zones is envisaged. 
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